
The lost war on
Information Security

hacker’s corner

It happened, software ate the world, we lost control on 
our information and security is not better than before. 
What people could do?

Francesco Ongaro, Pasquale Fiorillo
Francesco.ongaro@isgroup.it
https://linkedin.com/in/ongaro 



© ISGroup SRL - www.isgroup.it

Francesco Ongaro - https://linkedin.com/in/ongaro

Francesco Ongaro is an Italian security expert and Hacker, living in 
Verona (the city of Romeo and Giulietta), specialized in Network and 
Web Application Penetration Tests. He performed several hundred of 
technical activities over the years for many of the most important 
and exposed customers in the private, public infrastructure, finance, 
banking, insurance and media fields. His research and advisories are 
published on USH (www.ush.it) and he founded an independent Tiger 
Team under the ISGroup (www.isgroup.it) umbrella.
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Vulnerability Definition

The ability to have an impact on Security
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Security Definition

● CIA triad

○ Confidentiality

○ Integrity

○ Availability

● Extended security model

○ Authenticity

○ Non-Repudiation

○ Privacy

○ Accountability
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How are things Vulnerable?

● Implementation Vulnerabilities

○ Weak PASSWORDS

○ Improper DESIGN

○ Unsafe DEPLOYMENT

○ …

● Software Vulnerabilities

○ Buffer Overflows

○ SQL Injections

○ Command Execution
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Why is Software vulnerable?

● It's written by humans

● Humans do mistakes

● It contains bugs
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Bug vs. Vulnerability

● Some Bugs are, also, Vulnerabilities

● http://www.pcworld.com/article/205318/
/11_infamous_software_bugs.html BUG

VULN
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Software Complexity
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Bug % in software
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It's a faith fact

1. There is a certain amount of bugs every KLOC (1000 lines of code)

2. A fraction of bugs are:

a. Risks

b. Defects

c. Software Failures

d. Vulnerabilities

3. The Linux Kernel is 2.5-15 M SLOCs

4. A Debian system is 55-419 M SLOCs
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The Kernel example

● 1255 CVE for the Linux Kernel

● Not every vulnerability has a CVE

● It's the largest software project in terms of contributors

● It's the most audited software
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Open Source Software - OSS
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Other companies

● Not enough resources

● Even Microsoft before 2005

● Well..

IIS 7
MS15-034 (April 14, 2015)
https://technet.microsoft.com/
en-us/library/security/ms15-034.aspx
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Summarizing

Software
is made of

Bugs
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And

Cloud
is made of

Software
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What save us from total-failure is

Compartmentation

Separation of Duties

Layered Security

Defense in Depth
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It’s called

Security in the
Architecture
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1960 → 2016
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Pizza as a Service



The Digital Disruption 
has already happened
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Everybody's jumping on the Cloud bandwagon

Bonus: https://github.com/panicsteve/cloud-to-butt
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Wow! Liability shift

Management of security is 3rd party

● Responsibility cannot be outsourced
○ It’s the function that can be outsourced
○ It’s your reputation, your data, your customers

Welcome to the Third-party risk Era



Wow! Cost reduction



Reality of off-premise / multi-tenant systems

YOU

PROVIDER’s COSTS



Multitenant architectures

PROs

● Scale on demand
● Limit additional CAPEX with 

growth

CONs

● More complex
● Shared by design
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The CLOUD may lead to lower levels of

Security in the
Architecture

and thus increase the Risk
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Random good-design rule #86

Don’t mix trusted data with untrusted data

Don’t mix trusted sources with untrusted sources

3rd party Javascript Inclusion

<script src=//code.jquery.com/jquery-2.2.1.min.js></script>

I have a dream!
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Random good-design rule #471

Limit visibility of Administrative Interfaces

Compartmentalize at the lower level, both horizontally and vertically

Your SaaS application will have an Internet Facing login

https://www.facebook.com/records/x/login/

Request Secure Access to the Law 
Enforcement Online Request System
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CLOUD Security

● CIA triad

○ Confidentiality

○ Integrity

○ Availability

● Extended security model

○ Authenticity

○ Non-Repudiation

○ Privacy

○ Accountability
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Problem #1 Immaturity (MVP)

Startups and immature SaaS services (and SaaS marketing is all about hype and traction)



© ISGroup SRL - www.isgroup.it

Problem #2 Visibility

● More casual Attackers
● Collateral Damage
● Access Everywhere
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SMALL
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BIG
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Problem #3 Palatability
Economy of scale (for attackers too!)
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Problem #4 Confidentiality, Accountability, Privacy

● Others looking at your data
○ Quis custodiet ipsos custodes?

■ Privacy impact

■ Low Accountability (transparency)

● Insider threat
○ Hackers are offering to pay $23,000 for valid Apple employee login details

http://bgr.com/2016/02/09/apple-employee-login-hackers/

○ FBI director asks, 'What if Apple engineers are kidnapped and forced to write code?'

http://www.techinsider.io/fbi-director-james-comey-on-apple-engineers-being-kidnapped-

2016-3
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Problem #5 Shared by design

Shared hosting? Buu.. Cloud SaaS? Okay!
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Problem #6 Weak standards

● Identity management
○ Integration of Authentication and Authorization

● Accountability
○ Logging of actions

○ Integration of logging

● Opacity
○ Vague statements about (security) policies

● Lack of standardization/interoperability
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Problem #7 Jurisdiction 1/3

● Where is my data?

Microsoft to hide European data from the NSA with new German datacenters
http://betanews.com/2015/11/11/microsoft-to-hide-european-data-from-the-
nsa-with-new-german-datacenters/

Max Schrems, European Law Student, Is Winning Against Facebook In A Data 
Privacy Case
http://www.techtimes.com/articles/97276/20151020/max-schrems-european-
law-student-is-winning-against-facebook-in-a-data-privacy-case.htm
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Problem #7 Jurisdiction 2/3

● Where is my data?

European Court of Justice Rejects Safe Harbor
http://gmsmobility.com/corporate-relocation/knowledge-base/european-court-
of-justice-rejects-safe-harbor/

EU Commission and United States agree on new framework for transatlantic data 
flows: EU-US Privacy Shield
http://europa.eu/rapid/press-release_IP-16-216_en.htm
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Problem #7 Jurisdiction 3/3

● How is data protected under the Law?

● Which are the differences between on-premise and 
○ In USA cops need to obtain a search warrant to search your house, office and get access to 

digital evidences they may find
○ To get access to data stored on 3rd party systems they only need an easy to obtain subpoena
○ You may be not informed of the operation
○ The Patriot Act is often abused

https://en.wikipedia.org/wiki/Controversial_invocations_of_the_Patriot_Act
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Problem #8 Gov’s appetite 1/2

● Autistici/Inventati Crackdown
http://www.autistici.org/ai/crackdown/stampa/20050628_corriere.html

● Law enforcement or the NSA can easily access Cloud data
○ Convenient (remember PRISM?)

○ Zero knowledge systems are hard to implement

● You have basically no choice
○ Lavabit email service abruptly shut down citing government interference

http://www.theguardian.com/technology/2013/aug/08/lavabit-email-shut-down-edward-

snowden
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Problem #8 Gov’s appetite 2/2

http://www.wired.com/2016/03/feds-might-get-iphones-without-apples-help/

“Justice Department has invoked the 200-year-old law All 
Writs Act to do it. But application of the Act requires the 
government to show that it has no other method of 
extracting data from the phones”
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Problem #9 Liability

● Liability, if any
“Customer will indemnify, defend, and hold harmless Dropbox from and against all liabilities, 
damages, and costs (including settlement costs and reasonable attorneys’ fees) arising out of any 
claim by a third party against Dropbox and its affiliates regarding: (i) Customer Data; (ii) Customer’
s use of the Services in violation of this Agreement; or (iii) End Users’ use of the Services in 
violation of this Agreement.”

● SLA is not a substitute of trust and evidence of good operations

● E&O (Errors and omissions) insurance is the most common risk shift
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Problem #10 Ownership

● What Delete means in the Cloud?

● Who can use the data?

● Who is the owner of the data?
○ Facebook terms and conditions: why you don't own your online life

○ http://www.telegraph.co.uk/technology/social-media/9780565/Facebook-terms-and-

conditions-why-you-dont-own-your-online-life.html

http://www.telegraph.co.uk/technology/social-media/9780565/Facebook-terms-and-conditions-why-you-dont-own-your-online-life.html
http://www.telegraph.co.uk/technology/social-media/9780565/Facebook-terms-and-conditions-why-you-dont-own-your-online-life.html
http://www.telegraph.co.uk/technology/social-media/9780565/Facebook-terms-and-conditions-why-you-dont-own-your-online-life.html
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An example of miserable failure
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