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(TS/SI//NF) Until March 2004, NSA considered its
collection of bulk Internet metadata under the PSP to be
legal and appropriate. Specifically, NSA leadership,
including OGC lawyers and the IG, interpreted the terms of
the Authorization to allow NSA to obtain bulk Internet
metadata for analysis because NSA did not actually
“acquire” communications until specific communications
were selected. In other words, because the Authorization
permitted NSA to conduct metadata analysis on selectors
that met certain criteria, it implicitly authorized NSA to
obtain the bulk data that was needed to conduct the
metadata analysis.

(TS//SI//NF) On 11 March 2004, General Hayden had to
decide whether NSA would execute the Authorization
without the Attorney General’s signature (IV-A/32-11).
General Hayden described a conversation in which David
Addington asked, “Will you do it (IV-A/32-11)?” At that time,
General Hayden also said that he asked Daniel Levin,
Counsel to the Attorney General, in March 2004 if he
needed to stop anything he was doing. Mr. Levin said that
he did not need to stop anything (IV-A/32-7 and IV-A/32a-
7&8). After conferring with NSA operational and legal
personnel, General Hayden stated that he decided to
continue the PSP because 1) the members of Congress he
briefed the previous day, 10 March, were supportive of
continuing the Program, 2) he knew the value of the
Program, and 3) NSA lawyers had determined the Program
was legal.

(TS//SI//NF) Eight days later on 19 March 2004, the President rescinded the
authority to collect bulk Internet metadata and gave NSA one week to stop
collection and block access to previously collected bulk Internet metadata. NSA
did so on 26 March 2004. To close the resulting collection gap, DoJ and NSA
immediately began efforts to recreate this authority in what became the PR/TT
order. By January 2007, the remaining three authorities had also been replicated in
FISC orders: the Business Records (BR) Order, the Foreign Content Order, and the
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Domestic Content Order. On 1 February 2007, the final Authorization was allowed
to expire and was not renewed.

(TS//SI//NF) Transition of Internet Metadata Collection to Pen Register/Trap
and Trace Order Authority

(TS//SI//NF) According to NSA personnel, the decision to transition
Internet metadata collection to a FISC order was driven by DoJ. Ata
meeting on 26 March 2007, DoJ directed NSA representatives from OGC
and SID to find a legal basis, using a FISC order, to recreate NSA’s PSP
authority to collect bulk Internet metadata.

(TS//SI//NF) After extensive coordination, DoJ and NSA devised the
PR/TT theory to which the Chief Judge of the FISC seemed amenable.
DoJ and NSA worked closely over the following months, exchanging
drafts of the application, preparing declarations, and responding to
questions from court advisers. NSA representatives explained the
capabilities that were needed to recreate the Authority, and DoJ personnel
devised a workable legal basis to meet those needs. In April 2004, NSA
briefed Judge Kollar-Kotelly and a law clerk because Judge Kollar-Kotelly
was researching the impact of using PSP-derived information in FISA
applications. In May 2004, NSA personnel provided a technical briefing
on NSA collection of bulk Internet metadata to Judge Kollar-Kotelly. In
addition, General Hayden said he met with Judge Kollar-Kotelly on two
successive Saturdays during the summer of 2004 to discuss the on-going
efforts.

(TS//SI//NF) The FISC signed the first PR/TT order on 14 July 2004.
Although NSA lost access to the bulk metadata from 26 March 2004 until
the order was signed, the order essentially gave NSA the same authority to
collect bulk Internet metadata that it had under the PSP, except that it
specified the datalinks from which NSA could collect, and it limited the
number of people that could access the data. The FISC continues to renew
the PR/TT approximately every 90 days.

(TS//SI//NF) Transition of Telephony Metadata Collection to the Business
Records Order

(TS//SI//NF) According to NSA General Counsel Vito Potenza, the
decision to transition telephony metadata to the Business Records Order
was driven by a private sector company. After the New York Times article
was published in December 2005, Mr. Potenza stated that one of the PSP
providers expressed concern about providing telephony metadata to NSA
under Presidential Authority without being compelled. Although OLC’s
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May 2004 opinion states that NSA collection of telephony metadata as
business records under the Authorization was legally supportable, the
provider preferred to be compelled to do so by a court order."

(TS//SI//NF) As with the PR/TT Order, DoJ and NSA collaboratively
designed the application, prepared declarations, and responded to questions
from court advisers. Their previous experience in drafting the PRTT Order
made this process more efficient.

(TS//SI//NF) The FISC signed the first Business Records Order on 24 May
2006. The order essentially gave NSA the same authority to collect bulk
telephony metadata from business records that it had under the PSP. And,
unlike the PRTT, there was no break in collection at transition. The order
did, however, limit the number of people that could access the data and
required more stringent oversight by and reporting to DOJ. The FISC
continues to renew the Business Records Order every 90 days or so. (See
Appendix H.)

(TS//SI//NF) Transition of Internet and Telephony Content Collection to the
Foreign and Domestic Content Orders

(TS//SI//NF) According to NSA OGC, the transition of PSP content
collection to FISC orders was driven by DoJ. DoJ had contemplated a
transition in July 2004 when the FISC’s signing of the PR/TT order
indicated its willingness to authorize PSP activities under court order.
Given this precedent, DoJ concluded the FISC might also accept content
collection. However, little progress was made until June 2005 when the
DoJ OIPR with NSA OGC and SID representatives began researching the
feasibility of collecting PSP content under court order. In essence, DOJ
and NSA needed to find a legal theory that would allow NSA to add and
drop thousands of foreign targets for content collection. Because the law
was more restrictive for content than metadata, NSA had serious
reservations about whether it would be possible to find a workable solution
using a FISC order at that time, especially given the large number of
selectors to be tasked and the complexity from legal and operational
perspectives. For example:

''(TS//STLW//SI//OR/NF) In addition to the telephony metdata that NSA was receiving from private sector
companies as business records, it was also obtaining “live” telephony metadata from its own SIGINT
collection sources. It continued until mid-2005. (***We will include a reference to the corresponding

notification here.***)

TOP SECRET/STLW//COMINT/ORCON/NOFORN

40



TOP SECRET//STLW//COMINT/ORCON/NOFORN

WORKING DRAFT

(TS//SI//NF) NSA risked losing flexibility in the means of
collection, given that facilities and collection accesses were
complex and in constant flux.

(TS//SI//NF) In executing the PR/TT and Business Records Orders,
the FISC’s and DolJ’s consistently increasing demands for
information took NSA analysts away from target-related duties.

(TS//SI//NF) The process imposed by the FISA statute was not able
to handle the large volume of NSA requests for FISC authorization

needed after
11 September 2001.

(TS//SI//NF) Because OLC’s May 2004 opinion found that the
existing Authorization for content collection was lawful, there was
no pressing need to find an alternative legal vehicle.

(TS//ST//NF) In a letter dated 21 February 2006, the NSA GC expressed the
aforementioned concerns, among others, to the Acting Assistant Attorney
General suggesting that:

“....now might be the right time to seek substantial revisions to
the FISA. The purpose of the legislation was to protect the
privacy of U.S. persons who could be subjected to surveillance,
either intentionally or incidentally. Twenty-seven years later, the
United States Government finds itself obtaining FISA orders so
that it can carry out surveillance on foreign intelligence targets
who are outside the United States and, more often than not,
communicating only with others outside the United States. This
serves no U.S. person’s privacy interests, was never anticipated by
the statute’s drafters, and diverts valuable resources from the fight
against terrorism. The FISA needs to be simplified and
streamlined.”

(TS//SI//NF) Ultimately, DoJ decided to pursue a FISC order for content
collection wherein the traditional FISA definition of a “facility” as a
specific telephone number or email address was changed to encompass the
gateway or cable head that foreign targets use for communications.
Minimization and probable cause standards would then be applied. As
with the PRTT and Business Records orders, NSA collaborated with DoJ to
prepare the application and declarations and provided the operational
requirements needed to continue effective surveillance.

(TS//SI//NF) After 18 months of concerted effort and coordination, the
FISC ultimately accepted the theory for foreign selectors but rejected it for
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domestic selectors. Consequently, on 10 January 2007, the FISC signed
two separate orders: the Foreign Content Order and the Domestic Content
Order.

(TS//SI//NF) The Foreign Content Order negatively affected SIGINT
exploitation. Most notably, the number of foreign selectors on collection
dropped by 73 percent, from 11,000 selectors under PSP to 3,000 under the
order. In addition, the administrative workload for NSA analysts to put
critical foreign selectors on collection was so burdensome that the order
became operationally unsustainable. The order was eventually superseded
by Congress’ FISA modernization. It was temporarily replaced by the
Protect America Act in August 2007 and then permanently replaced by the
FISA Amendments Act in July 2008.

(TS//SU//NF) The Domestic Content Order did not create a similar loss in
collection because so few domestic numbers were tasked at that time. It
did, however, slow operations because of the documentation required, and
it took considerably longer to task under the order than under the PSP.
Over time, the scope of the Domestic Content Order gradually decreased to
a single selector tasked for collection in January 2009. In January 2009,
the FBI, at NSA’s request, assumed responsibility for the Domestic Content
Order and became the declarant before the FISC.
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(U) SIX: NSA OVERSIGHT OF PSP SIGINT ACTIVITIES

(U//FOUO) NSA Office of General Counsel and SID, Oversight and
Compliance provided oversight of NSA PSP activities from October 2001
until January 2007. NSA OIG initiated PSP oversight in 2002.

(U) Office of General Counsel

(U//FOUO) The OGC was the first NSA organization with oversight
responsibilities to learn of the PSP, and it continued to provide significant
oversight over the life of the Program. The GC was briefed on 4 October
2001, the day the Authorization was signed. On 6 October, he gave the
Director and Deputy Director talking points for briefing NSA personnel on
the new authority. The talking points included the fact that General
Hayden had instructed the GC and the lead attorney for operations to
conduct routine review and oversight of PSP activities.

(U//[FOUO) The NSA Assistant General Counsel for Operations provided
most of the Program oversight before the OIG learned of the PSP in 2002.
He and his successors reviewed proposed target packages and rejected
those not compliant with the Authorization, answered questions, gave
briefings, reviewed program implementation, and coordinated program-
related issues with Dol.

(U) SIGINT Directorate

(U//FOUO) The SIGINT Directorate Office of Oversight and Compliance
(O&C) represents the Director NSA/CSS and the Signals Intelligence
Director in overseeing compliance with authorities that govern the
collection, production, and dissemination of intelligence by the National
Security Agency. The Chief of O&C was briefed on the PSP on 10
October 2001. Initially, O&C’s ability to provide effective oversight was
limited by insufficient staffing and a lack of methodologies to provide
meaningful oversight of PSP collection. It, therefore, focused on
identifying problem areas while documenting program activity. It also
helped establish database partitions and assisted with data flow compliance
issues to prevent uncleared personnel from seeing Presidentially-authorized
collection. Later, it reviewed justification statements for tasked selectors.
Also, it directed PSP-cleared SIGINT operations personnel to follow
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established procedures for the dissemination of U.S. person information
and obtained approvals to permit dissemination of U.S. person information

(U) Office of Inspector General

(U//FOUO) NSA OIG conducted oversight of PSP activities from August
2002 until the Program ended in January 2007. It issued 12 formal reports
and 14 Presidential Notifications on PSP activities at NSA.

Investigations were conducted in response to specific incidents or
violations to determine the cause, effect, and remedy.

Reviews were conducted to determine the adequacy of management
controls to ensure compliance with the Authorization and related
authorities; to assess the efficiency and effectiveness in mitigating
high-risk activities associated with the Program; and to identify
impediments to satisfying the requirements of the Authorization and
related authorities.

Presidential Notifications were drafted for the Director’s signature
to notify the President’s Counsel about violations of the
Authorization. (See below for additional details.)

Monthly Due Diligence Meetings were held by program officials
to exercise “due diligence” in addressing program issues and
developments. The OIG attended these meetings to stay aware of
program activities.

(U//FOUO) OIG also provided oversight of FISC-authorized activity
previously conducted under Authorization.

(U//FOUO) See Appendix H for a list of OIG reports on PSP activity at
NSA.
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(U) NSA IG Not Cleared until 2002

(TS//SI//NF) We could not determine exact reasons for
why the NSA IG was not cleared for the PSP until
August 2002. According to the NSA General Counsel,
the President would not allow the IG to be briefed
sooner. General Hayden did not specifically recall why
the IG was not brought in earlier, but thought that it
had not been appropriate to do so when it was
uncertain how long the Program would last and before
operations had stabilized. The NSA IG pointed out
that he did not take the IG position until April 2002, so
NSA leadership or the White House may have been
resistant to clearing either a new or an acting IG.

(TS//SI//NF) Regardless, by August 2002, General
Hayden and the NSA General Counsel wanted to
institutionalize oversight of the Program by bringing in
the IG. General Hayden recalled having to “make a
case” to the White House to clear the IG at that time.

(U//FOUO) OIG concerns lead to change

(C) In addition to formal recommendations made in review and
investigative reports, OIG concerns about access to the terms of the
Presidential authorization and about the means of reporting PSP violations
resulted in three major changes.

(C) First, in December 2002, the IG recommended that General Hayden
formally delegate authority to NSA operational personnel, some of whom
had unknowingly violated terms of the Authorization. The Counsel to the
Vice President, demanding secrecy, refused to let them see terms of the
authority, which had been delegated by the President to the Secretary of
Defense, who delegated it to the Director of NSA. General Hayden issued
the first “Delegation of Authority” letter to key operational personnel in the
SID on 4 March 2003. Subsequent delegation letters were issued each time
the President renewed the authority.
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(C) Second, in March 2003, the IG advised General Hayden that he should
report violations of the Authorization to the President. In February of
2003, the OIG learned of PSP incidents or violations that had not been
reported to overseers as required, because none had the clearance to see the
report.

(TS//SI//OC/NF) Before March 2003, NSA quarterly reports on
intelligence activities sent to the President’s Intelligence Oversight Board
(through the Assistant to the Secretary of Defense for Intelligence
Oversight) stated that the Director was not aware of any unlawful
surveillance activities by NSA other than that described in the report.
Beginning in March 2003, at the IG’s direction, NSA quarterly reports
stated that except as disclosed to the President, the Director was not aware
of any unlawful surveillance activities by NSA. Also beginning in March
2003, PSP violations, including those not previously reported to the
Intelligence Oversight Board, were reported in “Presidential Notifications.”

(U//FOUO) Third, shortly after learning about the Program, the IG
participated in a September 2002 meeting of key cleared personnel at
which important PSP matters were discussed. He recommended that these
types of meetings be held every month. As a result, monthly “due
diligence” meetings were held until the Program ended.
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