RingoBongo Security




RingoBongo Security

Presents

In special agreement with ESC 2K11

] ) || P

| ﬁ Et
fﬂg ml GEOTrus UMI EM IS "'1:;-'|:u:|=5=1




RingoBongo Spett.le
Corporate INC Sebastiano Vliestre

End Summer Camp
Mountain View, K11
1600 Amphitheatre Forte Bazzera
Parkway Mestre (VE)
CA., 94043

Higger T e

Fattura
Numero978
Data03/08/11

Fattura per prestazioni di consulenza informatica, come in appresso dettagliate.

Cosa Quanti €
36000.00

NeuralNetworkinculage™

Importo preconcordato.

Totale EURI 36.,000.00
Rivalsa inutile 4% 1.440.00
Genufleggibile 37.440.00
Genuflezione 20%; 7.488.00
Totale fattura 44 928.00
Ritenzione 7.488.00
Netto [d]a pagare 37.440.00
Note scritte in piccolo Bonifico Papale
Pagamento a vista. RingoBongo Real Estate Trust
Cipro NORD
Pagamento in contanti da eseguirsi a Malta, Sig. Austin Deutsche Bank
Powers, Sig. Callisto Tan=zi.
ABI 03134
IVA ad esigibilita differita con modalita babbo morto. CAB 14344
CC OOOOD6S5TI46
CIN R
IBAN CYOBRO0313543453453454634534

SWIFT DEUTITMI1553

Ruling The Security Industry With Mind Control
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Do you remember the last year?

We got a call..

(It was Jezu)



This year..

The telephone
ringed again



We had to act quickly!

R&D Super department
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SANITA" E AMBIENTE
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ELETTROTECNICA
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Dropbox 1/5

» Dropbox is a corrugated box where files
are stored

* |t allows private and public folders

* Public is public

o Security Is also about user perceptions
» Users were found to be dumb

* 0.01%, 8% also 9%, perhaps 10%



Dropbox 2/5

* \We spidered for well known files and
applied our well known
NeuralNetwork ™ corporate
enterprise patented legacy industry
standard algorithm

» Found that 0.01% of users had a file
called "Screenshot.png” in their home
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Results



Dropbox 4/5

 NeuralNetwork ™ uses
advanced biological processing with
laboratory rats in clusters of 1K to
automatically deduce and predict
other potentially present files

» “Screenshot.png” — “Screenshot-1.png”
» “.bash_history”, “password.txt”

» "My wife is a bitch.3gp”, “Killing the hated project
manager.pdf”



Dropbox 5/5

#!/bin/bash

search="Screenshot.png"

[ "pidof xargs'™ ] && kill -9 ‘pidof xargs’
rm -rf out/

mkdir out/

from=$1

to=$2

let max=to-from

echo "Spidering from $from to $to ($max).."
seq S$from $to | xargs -P 10 -I "{}"

echo -en "Spider: "

i=0
while [ 1 ]; do
let i=i+1

[ $1 -gt 50 ] && brezs
COUNT="1ls out/

7u/{}/$search" >> found.txt.tmp;
| sed "s/\//_/g;s/:/_/g" "; done;




Dropping code?

http://news.cnet.com/8301-31921 3-20072755-281/dropbox-confirms-
security-glitch-no-password-required/
By Declan McCullagh - Privacy, Inc. - CNet News - June 20, 2011

Web-based storage firm Dropbox confirmed this afternoon that a
programmer's error caused a temporary security breach that allowed any
password to be used to access any user account.

The San Francisco-based start-up attributed the security breach to a "code update" that
"introduced a bug affecting our authentication mechanism." Access without passwords was
possible between 1:54pm PT and 5:46pm PT yesterday, the company said.

"This should never have happened," Dropbox co-founder and CTO Arash Ferdowsi said in a blog
post. "We are scrutinizing our controls and we will be implementing additional safeguards to
prevent this from happening again."



Google Profiles 1/5

* Google Profiles is a list of google users
* Relatively newly implemented

* \We used super efficient RAW power of
clusterized Himalaya servers to spider few
millions of them..




Google Profiles 2/5

S 1s -lah

total 1.1G

drwx——-——-—- 3 x x 4.0K 2011-09-03 19:38
drwx—-—-——-—- 63 x x 4.0K 2011-08-31 23:52

drwxr-xr-x 2 x x 576K 2011-05-24 19:14
profiles-sitemap

—rW——————— 1l x x 2011-05-24 20:20
profiles-sitemap.tgz



Google Profiles 3/5

$ head -n5

https://profiles
https://profiles
https://profiles
https://profiles
https://profiles

.google

.google.
.google.
.google.
.google.

.com/113230935059988885826

com/115899501068519396128
com/118039526516217214566
com/111283694595792999347
com/106754838576199029344



Google Profiles 4/5

$ cat names sitemap-3056.txt.txt | head -n5

https://profiles.google.com/110118772064961474169
https://profiles.google.com/sebastian.talg

https://profiles.google.com/101007015506121302201
https://profiles.google.com/monmonwan

https://profiles.google.com/109936607358216861537
https://profiles.google.com/amygoodhead

https://profiles.google.com/114412261552580591683
https://profiles.google.com/nandamelofranco

https://profiles.google.com/116360617030568827044
https://profiles.google.com/msivaprasad9490
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You get a database of linked URLs

Executive - "Suggested workflows”

Option A) See photos of university girls
(according to the Angola's Age of Consent if the
fact is performed in Angola by Angolian
RingoBongo™ employees)

Option B) Profit (mostly Russia and Ukraine)

THIS STATEMENT IS SAFE HARBOR COMPLIANT



Neteye Appliance 1/3

 Enterprise Grade

 Same shadow file on every device to ensure
the maximum compatibility with legacy systems
and data integrity

» Resolves the trouble of backups (!!)

* Free sysadmins from the ungrateful task of
enforcing passwords

- (Also Cheif Tony uses Neteye to improve Miracle Blade)
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0:00:00:00 Starting a new session

0:00:00:00 Remaining 8 password hashes
with no different salts

0:00:00:00 - Hash type: LM DES (lengths up
to 7, longer passwords split)

0:00:00:00 - Algorithm: 64/64 BS

0:00:00:00 - Candidate passwords will be
buffered and tried in chunks of 64

“Samba team are proud to announce a business agreement with
Neteye” — Simo Sorce, Samba TDB Backend Lead Developer
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SLMSaad3b435b51404ee:
rZI.lRvIWL4pQO:guest
X/80100WZH1fk:neteye
rZOWqPg5VEDJc : admin
RZOW1S3b4g4y! :specialist



Hash cracking...

(when heroin is finished

After ~2 years of intense coding activity ...

<image censured>

... we found a new way for increase the
performance of our Graphic Processing Unitz !!!
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How we can go faster with

ATl gpu
and

‘Pasta del Capitano™?,

SLURP AGAIN, RingoBongo™ uses Creator3D instead
of ATl because we trust Sparc technology.



ATl Gpu used for benchmarking md5 / sha“

HD 6970

t“ -
Cirmnzo il
I'm lovin it




HD 6970 MD5

oclHashcat-lite v8.7 by atom starting... [SCHEDULER] Status >
Current len iy, .
Platform: AMD compatible platform found EE;:::E gn ggcdefghlj klmnopgrstuvwxyz1234567890ABCOEFGHIIKLMNOPQRSTUVWXYZ
Watghdng: Temperature limit set to 96c second(s) elapsed : 69.87
Device #1: skipped by user Second(s) remain : 532.41
Device #2: Cayman, 1024MB, 8Mhz, 24MCU Progress : 408536137728 / 3521614606208 ( 11.60 % )
[s]tatus [plause [rlesume [gqluit => ggah[‘ﬂad{ﬂ ; : 26211494 y
) r -_h - algo speed : . /s
NOTE: Runtime limit reached, aborting... Thread [1] time s
GPUs algo speed : 5631.494 M/s
Status.......: Aborted HwWmon GPU [@]
Hash.Type....: MD5 Status : 0k
Time.Running.: 1 min, 10 secs EISTﬁ:'g{ELE f ?;?gﬁg o
Tlm?'LEft""f Exﬂlnf., SLoEn Memory Clock : 300/1445 HHz
Plain.Text...: k9Hg Gpu Activity : 81%
Plain.Length.: 7 FanSpeed : 44%
Speed........: 5483.6M/s HwWmon GPU [1]
Progress.....: 387257794560/3521614606208 (11.00%) . Stit“‘i : g;‘ .
- | emperature : s
HW.Monltor.#1: 99% GPU, 63c Temp Engine Clock : 880,950 MHz
. Memory Clock : 1375/1458 HHz
Started: Fri sep 2 11:28:45 2011 Gpu Activity : 99%
Stopped: Fri Sep 2 11:29:56 2011 FanSpeed : 8%

oclHashcat-lite ......... 5483.6 M/s
ourresults ................ 5631.4 M/s



oclHashcat-lite v@.7 by atom starting...

HD 6970 SHA1

Platform: AMD compatible platform found

Watchdog: Temperature limit disabled
Device #1: skipped by user

Device #2: Cayman, 1024MB, ©Mhz, 24MCU
[s]tatus [plause [r]esume [qluit ==

NOTE: Runtime limit reached, aborting...

Status....... :
Hash.Type....:
Time.Running. :
Time.Left....:

Plain

Jext...:

Aborted
SHA1
32 secs

39 days, 8 hours

***3dddd

Plain.Length.: 8

Speed

Progress.....:

Started: Thu Sep
Stopped: Thu Sep

1950.5M/5

62914560800/66342084312890625 (8.00%)

1 19:58:45 2011
1 19:59:18 2811

oclHashcat-lite
1950.5 M/s

Captain results
(with methamorphic elliptic curve tech.)
1,333333 TF/s

# for 1 in "seq 1 8°; do ./build/debug/x86 64/shal test $(echo -n porkogesu | openssl shal) 32 1024 860 2 1 1; done

[32] Total time 48.
[32] Total time 48.
[32] Total time 48.
[32] Total time 48.
[32] Total time 48.
[32] Total time 48.
[32] Total time 48.
[32] Total time 48.

187 (1.253),
096 (1.253),
898 (1.253),
188 (1.253),
896 (1.253),
114 (1.254),
895 (1.253),
131 (1.254),

Speed
Speed
Speed
Speed
Speed
Speed
Speed
Speed

28087,
2008 .
20088,
28087,
2888.
28087,
2888.
2006.

914
441
341
846
443
o568
488
jos

M/s,
M/s,
M/s,
M/s,
M/s,
M/s,
M/s,
M/s,

loops
loops
loops
loops
loops
loops
loops
loops

1024,
1624,
1024,
1024,
1024,
1024,
1024,
1624,

multiplier
multiplier
multiplier
multiplier
multiplier
multiplier
multiplier
multiplier

800,
gee,
8080,
200,
800,
800,
800,
800,

work items
work items
work items
work _items
work items
work items
work items
work items

1228800,
1228800,
1228800,
1228800,
1228800,
1228800,
1228800,
1228800,

passwords
passwords
passwords
passwords
passwords
passwords
passwords
passwords

computed
computed
computed
computed
computed
computed
computed
computed

2516582408
2516582400
2516582400
2516582400
2516582400
2516582400
2516582408
2516582400



No public questions accepted :-P

Sep @1 10:16:56 <atom= you have strange naming

sep 01 10:17:83 <atom= OPT 2 - OPTE 7?7

Sep 01 10:17:06 =m4trlx= ehehehhe

Sep 81 10:17:89 <atom= should be A-E

Sep 01 10:17:17 <atom= bit confusing

Sep 81 10:17:20 =m4trilx= optimization 2 - optimization 6
Sep 01 10:17:24 <mdtrlx= don't worry

Sep 01 10:17:29 =m4trlx= it's only name

Sep 81 10:17:35 =m4trlx= u can change it as u like
Sep 01 10:17:30 <mdtrlx= :D

Sep 81 10:18:22 =m4trlx= this code it's doped

Sep 01 10:18:24 <m4trlx= : )

No others gpu toolz go faster than hashninja and oclHashcat
Special thankz to atom, brother and developer of hashcat cracking suite

~



www.certigna.fr 1/5

» Certigna is a Certificate Authority

* In order to improve security they published the
root CA in the same directory where the public
CA was disposable to users

* The file was then promptly removed

 But a guy wrote an article that contained an
obfuscated image of the key
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Bag Attributes
localKeyID: 46 F3 7A C@ 95 A2 Bl F3 E8 B2 @7 46 25 E9 OF 4F 9A 8E 17 C9
Key Attributes: <No Attributes=
————— BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,4B2B22A59E388F38

9apLLxgnIBAhIsc1B53GTRMZhZKhpMg37TFVOTnoSD3yBbPTkue9F rykyE+ZGEv ]
1YBBaWL1l/a+Bxt/GObFChNemp LMZnhD27bS7a+rVxhZQ/kdALOgMoCEzdexky50B
e e Ta e LA b, b B e PRI T R T
DEE TSy D e ey © B Sl 0 o™ 0 s, B0 ol D B el B BRI TuE
ool el S ol AR, [l o Bl ooy oo Doy el B[ F 8 F = L0l e [ DL
Ilrii.i.1ilai¢]ﬁ|ﬂlJJlI||il|llPi¢lljlllhllilli1flll1ll|li .

0 T ] g e ) A e rre e g T
LH!I!F1€IEF!EEH1'ﬂ!‘ﬂﬂFﬂ'!!!#!lﬂﬁliiilif5rfﬁﬁlillﬁi'ﬁi‘l'liFiﬁlﬂ

e e e e

o NPT R [ PR 1 1R e e e e
IshUcEnEIEEquESGAlAHIUEEE#EUvaRHPmegaInduuerE?ErﬂupalTynweﬁle

t LgpsUnjHFPnMi6DaGrZaski4n7ELOkcMOksGVMY3+EiqSmTw==
————— N0 RSA PRIVATE KEY-----




www.certigna.fr 3/5

« R&D discovered that the effect was “Pixelize”, a
Gimp filter

 Two hours later the Development team upload the
anti-effect-bruteforcer python program, Revision
7.8.33, on the corporate Version Revision System,
located under “C:\Inetpub\”

* AntiEffect ™ is able to reverse text in
Pixelized images, given the Font Family, to the
original text

« Many thanks to Steve Jobs for his calligraphy memo on
ITunes
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Bag Attributes
localkKeyID: 46 F3 7A CO 95 A2 Bl F3 ES B2 07 46 25 E9 OF 4F 9A 8E 17 (9
Key Attributes: <No Attributes>
BEGIN RSA PRIVATE KEY
Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,4B2B22A59E388F38

SapLLxgnIBAhIsc1B53GTRmZhZkhpMg37TFVOTnoSD3yBbPTkuedFrykyE+ZGEv ]
JYBOaWLL/a+Bxt/GBbFChNemplMZnhD27b57a+rVxhZQ/kdALOgMoCEzdexky5QB
NtZAImb+yHcBItOpzkbkHAR5In65mU /GOW4BSNKdzkz7NOSshsy4sPudDDOuzof2/
AISZ26yy8802z reNNQuobycE b tWWEY SxwVBraLtcDScpIcyTaUGAmT f+B0APSEXe
mR+4h29udAAUINGTpLBHLneY /+ 1 mwxdmkMkAZ i ToTqT9/5AMiBmT 1bSEp10RUDZY
Z1/0Jo8vsE4XKN7L+d8Idz4/ rELTbWHYCIS /ksBNncBozY2HpWSVASgx FsKyaA40
kKILn6TPZARLRU7YeroitmkGiilgRBaKKK2Z64AACYXh78YMoN0t j3iTal 10ThMs5e
CXm8tXtqa0nS0GV2 rQIYDCHC TAXGAWAGYEaTtyhyTxsYAQ]OL1GTN+53B reZmkdDT
g6yLgXNo79ud361iTynTrnsrngLI5S3TOLRAT25cQ2ugqB4dDXLS 1GEFmyMMsMTW3
Kz /W/YELDTeATMOG6OG6OS 8 sWOUTMRTXaxTG4sqras ZAPKQPTMCaHMEQuD2+IsHZT
2CBuUaQOh2MMATw 5Kt j SAr7I+xCTMQUSFY LCYRAY TUSSCY2ERXXVOThwIaowb Yo
IsbVcZnel@8qVgCSGALIAKIUGZ245VvIWmRRPmefalnduusWrC7ZroupaiTyoWeGle
t?% LgpsUnjHFPNMi6DaGrZaskidn7ELOkKcMOKSGVMY3+EiqSmTw==
ND RSA PRIVATE KEY







Thanks

By consultants on the moon!
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