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● The best Security Company in the word according 

to Forbes

● Acquired by Hewlatt Pachard™ for ~11.5M

● The first Time Machine™ hack on Wikipedia 
[RingoBingo Secuity] Wikipedia Reflected XSS (Unresponsive-Conpulsive Disclosure)

http://www.gossamer-threads.com/lists/fulldisc/full-disclosure/75761 
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RingoBongo LTD
Unchallenged Freshness
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Chapter One

We got a call
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Who is?

© RingoBongo.com



© RingoBongo.com



LOL, just joking
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Who is?
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Chapter One ½

Saint
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Saint Corporation

http://www.saintcorporation.com/cgi-bin/demo_tut.

pl?tutorial_name=VMWare_ESX_vulnerabdilities.html 

Can't open 

'../html/data/saint/saint-release/html/tutorials/vulnerability/VMWare_ESX_

vulnerabdilities.html' for reading: No such file or directory
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Chapter Two

Mobility
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It’s a stargate!

https://stargate.iphone.trenitalia.com/servicemob

ilesolution.svc

curl -H "Content-Type: text/xml; charset=utf-8" -H "SOAPAction: 

http://tempuri.org/ISGMOBILEService/InfoSolutionsMobileAR" -d 

@lista-treni-mi-pd.xml -X POST 

"https://stargate.iphone.trenitalia.com/servicemobilesolution.svc"
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stargate.iphone.trenitalia.com

cat lista-treni-mi-pd.xml
<?xml version="1.0"?>
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:tem="http://tempuri.org/"
xmlns:tsf="http://schemas.datacontract.org/2004/07/TSF.TI.NSV.Common.WCF.ServiceContracts"
xmlns:tsf1="http://schemas.datacontract.org/2004/07/TSF.TI.NSV.Common.WCF.DataContracts">
  <soapenv:Header>
    <tem:pHeader>
      <tsf:TCOMUserId></tsf:TCOMUserId>
      <tsf:TCOMPassword></tsf:TCOMPassword>
      <tsf:Language>IT</tsf:Language>
      <tsf:CodAgz>55033</tsf:CodAgz>
      <tsf:PutVda>1</tsf:PutVda>
    </tem:pHeader>
  </soapenv:Header>
  <soapenv:Body>
    <tem:InputSolutionsMobileAR>
      <tem:pInput type="tns1:InputInfoSolutionsMobileAR">
        <tsf:BoardingRailwayCode>83</tsf:BoardingRailwayCode>
 [..]
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stargate.iphone.trenitalia.com
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 [..]
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Improper Error Handling? Source leak? YAY!

protected DefaultHttpClient GetHttpClient()
        throws Exception
    {
        if(ignoreCertificateErrors)
        {
            X509HostnameVerifier x509hostnameverifier = SSLSocketFactory.ALLOW_ALL_HOSTNAME_VERIFIER;
            DefaultHttpClient defaulthttpclient = new DefaultHttpClient();
            SchemeRegistry schemeregistry = new SchemeRegistry();
            SSLSocketFactory sslsocketfactory = SSLSocketFactory.getSocketFactory();
            sslsocketfactory.setHostnameVerifier((X509HostnameVerifier)x509hostnameverifier);
            schemeregistry.register(new Scheme("https", sslsocketfactory, 443));
            DefaultHttpClient defaulthttpclient1 = new DefaultHttpClient(new 
SingleClientConnManager(defaulthttpclient.getParams(), schemeregistry), defaulthttpclient.getParams());
            HttpsURLConnection.setDefaultHostnameVerifier(x509hostnameverifier);
            return defaulthttpclient1;
        } else
        {
            return client;
        }
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Chapter Three

Ring0
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Chapter Four

HackòHacker
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HawkEye KeyLogger Reborn
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HawkEye KeyLogger Reborn - What

● Common .NET keylogger used by Ev1l HAcKer$™ 

● It was reversed and cracked by various security 

vendors
○ Piercing the HawkEye: How Nigerian Cybercriminals Used a Simple Keylogger to Prey on SMBs 

http://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/hawkeye-nigerian-cybercriminals-used-simple-keylogger-to-prey-on-smbs 

○ FireEye published a report on the operations of a group of 419 scammers located in Nigeria, 
which is using malware as a component of their fraud scams 
http://securityaffairs.co/wordpress/38875/cyber-crime/fireeye-419-scammers.html 

○ Crooks using the HawkEye keylogger are employing hacked email accounts to reroute data stolen 
from infected systems to the attacker's email address 
http://news.softpedia.com/news/hawkeye-keylogger-users-employ-hacked-emails-accounts-to-receive-stolen-data-505958.shtml 
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HawkEye KeyLogger Reborn - What

● It is known to have some “unhappy design 

choices”

○ How I Cracked a Keylogger and Ended Up in Someone's Inbox 
https://www.trustwave.com/Resources/SpiderLabs-Blog/How-I-Cracked-a-Keylogger-and-Ended-Up-in-Someone-s-Inbox/ 

○ Cracking HawkEye Keylogger Reborn
http://blog.deniable.org/blog/2016/08/04/cracking-hawkeye-keylogger-reborn/ 
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HawkEye KeyLogger Reborn - WTF!!1

© RingoBongo.com



HawkEye KeyLogger Reborn - WTF!!1

Let’s
 Hack

 some
 Haqu

ers!!
1
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HawkEye KeyLogger Reborn - HTH 

1) Download some HawkEye KeyLogger binary samples
a) Go to VirusTotal (or an equivalent one)

b) Search for “MSIL/HawkEye” (need a “PRO” account)

c) Download some fresh samples :) 
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HawkEye KeyLogger Reborn - HTH 

2) Write a simple 

HawkEye dumper

a) Dumpers in the vendor 

articles are too complex
■ retrieve the encryption key

■ create a Rijndael crypto provider

b) Just use reflection!!

c) ..you just need to choose a 

.NET language. My choice? F# 

of course :D
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HawkEye KeyLogger Reborn - HTH 
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HawkEye KeyLogger Reborn - HTH 

3) Extract some 

juice info :)
a) Run the dumper

b) Try to not grin when 

you start to see 

email, SMTP server, 

passwords...
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HawkEye KeyLogger Reborn - HTH 

4) Download all the stored emails
a) Easy task, just a little bit of python magic

b) ...don’t do this at home! Use: torsocks --shell
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HawkEye KeyLogger Reborn - HTH 
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HawkEye KeyLogger Reborn - HTH 
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HawkEye KeyLogger Reborn - HTH 

5) Profit :D
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HawkEye KeyLogger Reborn - HTH 
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HawkEye KeyLogger Reborn - HTH 
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HawkEye KeyLogger Reborn - HTH 
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HawkEye KeyLogger Reborn
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Chapter Five

Veeam
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Never heard of Veeam?

Veeam Software provides backup, disaster recovery 

and virtualization management software for the 

VMware and Hyper-V environments [..] 157'000 

customers, 33'000 partners and 80 top industry 

awards and claims to be the "#1 VM Backup" 

solution after it gained traction against 

competitors like Backup Exec and Tivoli Storage 

Manager.

Veeam Backup & Replication is the foundation of 

many Veeam products, like Veeam Availability 

Suite and Veeam One.

© RingoBongo.com



Recipe

1. Local Windows user
a. Even with low privileges (eg: anonymous IIS's virtualhost user)

2. VeeamVixProxy installed

3. Read VeeamVixProxy_%dd%mm%yyyy.log
a. Windows Server 2003: %allusersprofile%\Application Data\Veeam\Backup

b. Windows Server 2008 and up: %programdata%\Veeam\Backup

4. Find “Blob Data:”
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Recipe

5. First byte is \x23 (#), followed by a NULL and 

a newline (\x0a), followed by a NULL

6. Next bytes specify the username, followed by a 

DLE (data link escape) and a NULL

7. Everything in the first base64 container is in 

UTF16

8. After the NULL there is a second base64 of the 

password itself
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TLDR <<Anything able to read 

VeeamVixProxy logfiles, world 

readable by default, can 

escalate to Local or Domain 

Administrator>>



Veeam Backup & Replication Local Privilege 
Escalation Vulnerability

http://www.ush.it/team/ush/hack-veeam_6_7_8/veeam.txt 
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Chapter Six

Sex
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It leaked
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● La bibbia
● SBAM
● SBAM2
● Tizianona



Chapter Seven

Skype Friends
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jenna
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jenna
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dishonestmeow40
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amanda
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Chapter Eight

1979
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Chapter Nine

Nigga
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ail

Powered to be bypassed
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‘DAFAQ I need to login
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Let’s try SuperIperMegaBruteforcer.py

● Username is always vodafone

● Password is chosen by the user

● After 5 failed login attempts you need to reset the password

WRONG WAY
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MMM dat page parameter (LFI?)
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NAAA it can’t be true...
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WAT if?

● So U really like 

blacklist approach

● Maybe we can exploit 

something 

else w/ the same 

approach?
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Vodafone Business Guest WiFi

● Free Guest Wi-Fi for customers

● Dedicated Class C Subnet

● From guest u can’t connect to 

the admin panel (AKA 192.168.1.1)
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Free Wi-Fi

● Usually auth-less...

● We yet have free Wi-Fi :(

● Need to find new way to 

be a bad guy :)

● Maybe we can jump on the 

Corporate Network and/or

steal some sensitive 

data? :D
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D3t3ct

● IP connectivity

● Web Interface level 

block

● Is really everything 

blocked?

● $_GET[‘page’] is 

blocked

● $_GET[‘action’] is not!
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4bus3

http://192.168.1.1/?action=getconf

● Vodafone.xml

○ Call logs

○ SMS

○ Config

○ Encrypted passwords

○ ...
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Pr0f1t

No more, yet told Vodafone, yet fixed via OTA update, sorry :(
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Chapter Ten

Faith
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